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DETAILS 
The Federal Bureau of Investigation (FBI) is asking the public for assistance in an investigation involving the compromise of edge devices and computer networks 
belonging to companies and government entities. 
 
As described by Sophos Ltd. in a recently released cyber security report, on April 22, 2020, an Advanced Persistent Threat group allegedly created and deployed 
malware exploiting the vulnerability CVE-2020-12271 as part of a widespread series of indiscriminate computer intrusions designed to exfiltrate sensitive data 
from firewalls worldwide. The FBI is seeking information regarding the identities of the individuals responsible for these cyber intrusions. 
 
 

If you have any information concerning this cyber attack, please contact the FBI via WhatsApp, Signal or Telegram (neither government-operated nor 
government-controlled platforms) at 317-792-1100. You may also contact your local FBI office, the nearest American Embassy or Consulate, or you 
can submit a tip online at tips.fbi.gov. 

Field Office: Indianapolis 

http://www.fbi.gov/contact-us/field/
http://www.fbi.gov/contact-us/legat/
https://tips.fbi.gov/
https://www.fbi.gov/contact-us/field-offices/indianapolis
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