UX PASBICKUBAET ®bP

NAPK IDKUH XEK

CroBop € Uyesiblo CoBepLUEeHUs1 MOLWEeHHNYEeCTBa C UCMOJIb30BaHMEM 3J1IEKTPOHHbIX CPEeACTB
CBSiI3n U 6aHKOBCKOro MmoweHHun4yecrea. CroBop C Lie/1bi0 COBEPLUEHUS KOMIMbIOTEPHOIro
MoLleHHu4YecTBa (KOMMNbIOTEPHOE BTOPYXEHMUE)

JINYHbIE AAHHbIE

MceBaoHuMBbI: [HknH XéEk Mapk, MNak OxunH Xek, MNak KBaHr O>XuH

MecTo poxxaeHusa: Kopelickas HapoaHo- LiBeT Bonoc: YepHblii
JemokpaTtnueckas Pecnybnuka (CesepHasa Kopes)
Mnasa: Kapue Mon: Myxckom
Paca: A3uvaT A3bIKNU: AHTIMACKNIA, KOPENCKNIN, MaHAAPUHCKOE
Hapeuyune KMTaMCKOro A3blka
MPUMEYMAHMUE

Mapk — rpakaaHnH CesepHoli Kopewn. Ero nocnenHee nssectHoe MectoHaxoxaeHne — CesepHast Kopest. Mapk B NpoLusioM
cosepuian noesaku B Kutan. No npenocraBneHHoOM MM MHdopMaumm, Aatbl ero poxaeHnss — 1984 n 1981 rogbl.

NMPEAOCTEPEXEHME

Mapk [OXWUH XEK NpeanofioXUTENbHO SABISETCA CMOHCUPYEMbIM TFOCY[apCTBOM CEBEPOKOPENCKUM KOMMbIOTEPHbBIM
NPOrpaMMMUCTOM, KOTOPbIA SBASETCS YYaCTHMKOM MpeanosiaraeMoro npecTtyrnHoro CroBopa, pe3y/ibTaToM KOTOPOro
CTann HECKONbKO CaMbIX AO0POroCTOSALMX KOMMbIOTEPHbLIX BTOPXEHWA B WUCTOPUW. DTU BTOPXKEHUA MNpUBENU K
NOBPEXAEHWNIO KOMMbIOTEPHbIX CUCTEM MHOMOUMUCIIEHHBIX XXEPTB, U K XULLEHWNIO Y HUX BaNoTbl U BUPTYasibHOW BantoThl.

Mapk 06BMHANCA B y4acTMM B LUMPOKOMAacWTabHOM npecTynHOM CroBope, MpPeanpuHATOro rpynnoM XakKepos
leHepanbHoro 6topo passeakn (IFBP) npasutenbctBa CeBepHor Kopew. B crosope npuHMMann ydactue
CeBepoKOpenCcKne xakepckue rpynmbl, KOTOpble HEKOTOpble YacTHble uccnegosatenn B obnactu knbepbesonacHocTum
Ha3Banum «Lazarus Group» u «Advanced Persistent Threat 38» (APT38). 8 gekabps 2020 roga B OKPYXHOM cyae
LleHTpanbHoro okpyra wrata KanundgopHusa, CLUA, 6bin BblaaH denepanbHbii opaep Ha apecT MNapka nocne Toro, Kak
eMmy 6binu1 npeabsaBieHbl 06BMHEHUS MO OAHOMY NMYHKTY 06BMHEHUS B CroBOpE C Lefiblo COBEPLUEHUS MOLLIEHHMYeCcTBa
C UCMNOIb30BaHMEM 3/IEKTPOHHbIX CPEeACTB CBA3M M HAHKOBCKOro MOLWEHHWYECTBa, U N0 0AHOMY MYHKTY O6BMHEHUS B
CroBoOpe C Lefiblo COBepLUEHNs KOMMNbITEPHOro MoweHHu4YecTBa (KOMNbIOTEPHOE BTOpXeHue). PaHee, 8 mioHsa 2018
roga 6o BblgaH denepanbHbIi opaep Ha apecT Naka nocne Toro, Kak B paMmkax gpefepasibHOro yronoBHOro ucka emy
6bin  npeabsiBneHbl O6BUHEHUS MO OAHOMY MYHKTY B CroBope C LUefblkd COBEpLeHMs MOLIeHHM4YecTBa C
NCMNONb30BAaHNEM 3/IEKTPOHHbIX CPeACTB CBA3M M MO OAHOMY MYHKTY B CrOBOpPE C Lefibl0 COBEPLUEHUS KOMMbIOTEPHOIO
MOLLUEeHHMYeCcTBa (KOMMbIOTEPHOE BTOPXEHME).

Ecnm Bbl pacnonaraere kakon-nn6o nHopmaumein 06 atom yenoBeke, NnpocuMm Bac o6paTtutbena
B 6nmkanwee otgeneHme ®BP nnm B 6amkaliiee nocosbCTBO WM KOHCY/IbCcTBO CLUA.

PernoHanbHoe otaeneHmne ®BP: Jloc-AHaxenec
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