UX PASBICKUBAET ®bP

KM U

CroBop € Uyesiblo CoBepLUEeHUs1 MOLWEeHHNYEeCTBa C UCMOJIb30BaHMEM 3J1IEKTPOHHbIX CPEeACTB
CBSiI3n U 6aHKOBCKOro MmoweHHun4yecrea. CroBop C Lie/1bi0 COBEPLUEHUS KOMIMbIOTEPHOIro
MoLleHHu4YecTBa (KOMMNbIOTEPHOE BTOPYXEHMUE)

JINYHbIE AAHHbIE

McespoHuMbI: [kynmneH Knm, ToHu Yokep

MecTto poxaeHus: Kopeickas HapoaHo- LiBeT Bonoc: YepHblii
JemokpaTtnueckas Pecnybnuka (CesepHasa Kopes)
Mnasa: Kapue Mon: Myxckom
Paca: A3uvaT A3bIKN: AHITMNCKUA, KOPENCKNIA, MaH4apuHCKoe
Hapeuyune KMTaMCKOro A3blka
MPUMEYMAHMUE
Kum — rpaxagaHuH CeBepHoli Kopeun. Ero nocnegHee umsBecTtHoe MecToHaxoxaeHue - CeBepHas Kopesa. Kum B

npoLwsioM coBepwan noesgkm B CuHranyp u Poccuio. Mo npegoctaBneHHoOn UM MHgopMmauum, oH poamncsa B 1994
roay.
NPEAOCTEPEXEHMUE

KM Mn NnpeanonoXuTenbHO SBASIETCA CMOHCUPYEMbIM rOCYyAapCTBOM CEBEPOKOPENCKNM XaKepoM, KOTOPbI ABNsSETCA
YYacTHMKOM MpeanonaraemMoro MpecTynmHOro CroBopa, Ppe3y/ibTaTOM KOTOPOro CTajiM  HECKOJIbKO  CaMbIX
[OPOrOCTOALINX KOMMABIOTEPHbIX BTOPXEHUI B UCTOPUU. DTU BTOPXKEHMSA NPUBENN K MOBPEXAEHMIO KOMMbIOTEPHbIX
CUCTEM MHOIOUYMCIIEHHbIX XEPTB U K XULLEHUIO Y HUX BaoTbl U BUPTYyasibHO BantoThl.

Knum 06BMHANCS B y4yacTum B LIMPOKOMAcWTabHOM MPeCcTynHOM CroBoOpe, MpeanpuHATOro rpynnor XakepoB
leHepanbHoro 6topo paseeakn (BP) npasutenbctBa CeBepHoit Kopeu. B crosBope npuHUManuM y4yactume
CeBEpOKOpeNCKMe Xxakepckue rpynmnbl, KOTOpble HEKOTOPbIE YacTHble nccnegosaTenu knbepbesonacHoCcTM HasBanu
«Lazarus Group» n «Advanced Persistent Threat 38» (APT38). NpeanonaraeTcs, 4To ponb Kuma B croBope cocrtosina
B €ro HenoCpeACTBEHHOM y4acTuu B pa3paboTke n pacnpocTpaHEHUN BPeAOHOCHOIO KpUMTOBAMOTHOMO MPUIOXKEHUS,
B Knbep-orpabneHunsax GuHaHCOBbIX YUYpeXxaeHU 1 B nepeoHavanbHOM pa3melleHnn MoHeT Marine Chain. 8 nexkabps
2020 rona B okpyXHOM cyzae LleHTpanbHoro okpyra wtata KanndopHusa, CLUA, 6bin BblaaH deaepanbHbii opaep Ha
apect [xoHa nocne Toro, Kak emy 6biin npeabsBrieHbl 06BUHEHUS MO OAHOMY MNYHKTY B CroBope C LUesfblo
COBEepLUEHNS MOLLEHHNYECTBA C UCMOIb30BAHMEM INEKTPOHHbIX CPeACTB CBA3M M 6aHKOBCKOro MOLWEHHUYecTBa u no
OAHOMY MYHKTY B CrOBOPE C Liefibl0 COBEPLUEHUS KOMMNbIOTEPHOro MOLEHHMYeCcTBa (KOMMNbIOTEPHOE BTOPXEHMUE).

Ecnm Bbl pacnonaraere kakon-nm6o nHpopmaumeii 06 sTtom yenoseke, npocuMm Bac o6paTtutbena
B 6nmxanwee otaeneHne ®BP unau B 6amixaiiliee NoCoNbCTBO UM KOHCYJIbCTBO CLUA.

PernoHanbHoe otaeneHune ®BP: Jloc-AHaxxenec


https://www.fbi.gov/contact-us/field-offices/losangeles

