UX PASBICKUBAET ®bP

AXXOH YAHI XEK

CroBop C Hesibio COBEepLUEeHNS MOLUEeHHNYeCTBa C UCMOJ1Ib30BaHMEM 3J1IEKTPOHHbIX CpeACcTB
CBsI3n U 6aHKOBCKOro MoweHHu4yecrsa. CroBop C Lie/ibio COBepLUEeHNUS1 KOMIMbIOTEPHOro
MolueHHn4yecTBa (KOMMNbIOTEPHOE BTOPXXEeHUe)

JINYHbIE AAHHbIE

MceBaoHuMbI: KyaH [xuaHr, Anekc xvuaHr

MecTo poxxaeHusn: Kopelickasg HapoaHo- LiBeT Bonioc: YepHbili
JemokpaTtnueckas Pecnybnuka (CeBepHasa Kopes)
Mnasa: Kapue Mon: Myxckom
Paca: A3uvaT A3bIKN: AHINNACKNIA, KOPENCKNI, MaHAAPUHCKOEe
Hapeyune KUTaANCKOro A3blka
NMPUMEYMAHMUE

OxxoH — rpaxpaHunH CeBepHoli Kopeun. Ero nocnegHee naBectHoe MecTtoHaxoxaeHne — CesepHasa Kopesi. [I)XKOH B
npowsiom coBeplian noesgkun B Kutan. Mo npegocrasneHHon nM nHdopmaumm, oH poauncs B 1989 roay.

NPEAOCTEPEXXEHME

[>KOH YaHr Xék npeanonoXnTenbHO SBMASETCA CMOHCUPYEMbIM FOCYAapCTBOM CEBEPOKOPENCKUM XaKEPOM, KOTOPbIN
ABNAETCA YYaCTHMKOM rpearonaraeMoro npectyrnHoro croBopa, pe3ysfibTaTOM KOTOPOro CTasiu HEeCKOJIbKO CaMbIX
O0pOrocToALWMX KOMMbIOTEPHbBIX BTOPXEHUA B UCTOPUWN. DTU BTOPXEHUS NPUBENN K MOBPEXAEHUIO KOMMbIOTEPHbIX
CUCTEM MHOTOYUCIEHHbIX XEPTB, U K XULLEHUIO Y HUX BanloTbl U BUPTYanbHOW BantoThl.

OXoH 06BMHANCS B y4yacTum B LWMpPOKOMacWwTabHOM nNpecTynHOM CroBope, MNpeAnpuHATOM Fpynnon Xakepos
leHepanbHoro 6topo paseeakn (BP) npasutenoctBa CeBepHoit Kopew. B croBope npuHuMManu ydactume
CeBEpOKOpeNCKMe Xxakepckue rpynmnbl, KOTOpble HEKOTOPbIE YacTHble nccnegosaTenu knbepbesonacHoCcTM HasBanu
«Lazarus Group» n «Advanced Persistent Threat 38» (APT38). lNpeanonaraetcs, 4Tto posjb [)XOHa B croBope
COCTOSi/1a B €ro HenocpeacCTBEHHOM y4dacTum B paspaboTke M pacnpocTpaHeHWU BpPeAOHOCHbIX KPUMATOBAIOTHbIX
NPUNOXEHUIN, HaLEeNEeHHbIX HA MHOMOUYNCIEHHbIE KPUMTOBANOTHbIE BUPXKN U Apyrue KoMnaHun. 8 aekabpsa 2020 roga
B OKPYXHOM cyae LleHTpanbHoro okpyra wrtata KanudopHuga, CLUA, 6bin BblaaH denepanbHblii opaep Ha apect
[J>koHa nocne Toro, Kak emy 6b1in npeabsaBneHbl 06BUHEHMSA NO O4HOMY MYHKTY B CFOBOpPE C LEenblo COBepLUeHUs
MOLUEHHMYeCcTBa C MCMNO/Ib30BaHMEM 3JIEKTPOHHbIX CPeacCTB CBA3WM WU 6aHKOBCKOro MOLWEHHW4YecTBa U Mo O4HOMY
NMYHKTY B CrOBOpE C LEefbl0 COBEPLUEHNSA KOMMBbIOTEPHOIO MOLEHHMNYECTBA (KOMMbIOTEPHOE BTOPXEHUE).

Ecnm Bbl pacnonaraere kakon-nn6o nHopmauymein 06 atom yenoseke, npocuMm Bac o6paTtutbena
B 6nmkanwee otgeneHme ®BP nnm B 6amkaliiee nocosibCTBO WM KOHCYJIbcTBO CLUA.

PernoHanbHoe otaeneHune ®BP: Jloc-AHaxxenec


https://www.fbi.gov/contact-us/field-offices/losangeles

