
DNSChanger Malw are 

DNS (Dom ain Nam e System )  is an Internet  service that  converts user- fr iendly dom ain 

nam es into the num erical I nternet  protocol ( IP)  addresses that  com puters use to talk to 

each other. When you enter a dom ain nam e, such as www.fbi.gov, in your web browser 

address bar, your com puter contacts DNS servers t o determ ine the IP address for the 

website. Your com puter then uses this I P address to locate and connect  to the website. DNS 

servers are operated by your I nternet  service provider ( ISP)  and are included in your 

com puter’s network configurat ion. DNS and DNS Servers are a crit ical com ponent  of your 

com puter’s operat ing environm ent—without  them , you would not  be able to access 

websites, send e-m ail, or use any other I nternet  services.  

Crim inals have learned that  if they can cont rol a user’s DNS servers, they can cont rol what  

sites the user connects to on the Internet .  By cont rolling DNS, a crim inal can get  an 

unsuspect ing user t o connect  to a fraudulent  website or t o interfere with that  user ’s online 

web browsing. One way crim inals do this is by infect ing com puters with a class of m alicious 

software (m alware)  called DNSChanger. I n this scenario, the crim inal uses the m alware to 

change the user’s DNS server set t ings to replace the I SP’s good DNS servers with bad DNS 

servers operated by the crim inal. A bad DNS server operated by a crim inal is referred to as 

a rogue DNS server.  

The FBI  has uncovered a network of rogue DNS servers and has taken steps to disable it . 

The FBI  is also undertaking an effort  t o ident ify and not ify vict im s who have been im pacted 

by the DNSChanger m alware. One consequence of disabling the rogue DNS network is that  

vict im s who rely on the rogue DNS network for  DNS service could lose access to DNS 

services. To address this, the FBI  has worked with private sector t echnical experts t o 

develop a plan for a private-sector,  non-governm ent  ent it y to operate and m aintain clean  

DNS servers for the infected vict im s. The FBI  has also provided inform at ion to ISPs that  can 

be used to redirect  their users from  the rogue DNS servers t o the ISPs’ own legit im ate 

servers. The FBI  will support  the operat ion of t he clean DNS servers for four m onths, 

allowing t im e for users, businesses, and other ent it ies to ident ify and fix infected 

com puters. At  no t im e will the FBI  have access to any data concerning the I nternet  act ivit y 

of the vict im s. 

I t  is quite possible that  com puters infected with this m alware m ay also be infected with 

other m alware. The establishm ent  of these clean DNS servers does not  guarantee that  the 

com puters are safe from  other m alware. The m ain intent  is to ensure users do not  lose DNS 

services. 

 

 

 

 



 

W hat  Does DNSChanger Do to My Com puter? 

DNSChanger m alware causes a com puter to use rogue DNS servers in one of two ways. 

First , it  changes the com puter’s DNS server set t ings to replace the ISP’s good DNS servers 

with rogue DNS servers operated by the crim inal. Second, it  at tem pts to access devices on 

the vict im ’s sm all office/ hom e office (SOHO)  network that  run a dynam ic host  configurat ion 

protocol (DHCP)  server (eg. a router or hom e gateway) . The m alware at tem pts to access 

these devices using com m on default  usernam es and passwords and, if successful, changes 

the DNS servers these devices use from  the ISP’s good DNS servers to rogue DNS servers 

operated by the crim inals. This is a change that  m ay im pact  all com puters on the SOHO 

network, even if those com puters are not  infected with the m alware.   

 

Am  I  I nfected? 

The best  way to determ ine if your com puter or SOHO router has been affected by 

DNSChanger is to have them  evaluated by a com puter professional. However, the following 

steps can help you gather inform at ion before consult ing a com puter professional. 

To determ ine if a com puter is using rogue DNS servers, it  is necessary to check the DNS 

server set t ings on the com puter. I f the com puter is connected to a wireless access point  or  

router,  the set t ings on those devices should be checked as well. 

Checking the Com puter: 

I f you are using a Windows com puter , open a com m and prom pt . This can be done by 

select ing Run from  the Start  Menu and entering cm d.exe or start ing the com m and prom pt  

applicat ion, typically located in the Accessories folder wit hin Program s on your Start  Menu, 

as shown below:  



 

 

At  the com m and prom pt , enter:  

ipconfig / all 

Look for the ent ry that  reads “DNS Servers……….”    

The num bers on this line and the line(s)  below it  are the I P addresses for your DNS servers. 

These num bers are in the form at  of nnn.nnn.nnn.nnn, where nnn is a num ber in the range 

of 0 t o 255. Make note of the IP addresses for t he DNS servers and com pare them  to the 

table of known rogue DNS servers listed later in this docum ent . I f the IP addresses of your 

DNS server appear in the table below, then the com puter is using rogue DNS.    

You can also look for your DNS servers without using the command prompt.   

For windows XP machines, click on Start and select My Network Places. Then select Network 

Connections. In this example, the wireless connection is used. 



 

Click on the connection that is active. This will bring up the Network Connection Status screen. 

Click on Support and then Details. Check for the values that correspond to the DNS servers. 

   

If you are using an Apple computer, click on the Apple in the top left corner and choose System 

Preferences. Then, from  the Apple System  Preferences window, choose Network.  

 



The Apple Network pane will show a num ber of possible connect ions on the left  side. Choose 

the one that  is act ive for you and click on the Advanced but ton in the r ight  lower corner. 

Then choose DNS from  the opt ions to show the DNS servers you are using. 

 

 

Com pare whether your com puter has DNS servers listed in the num ber ranges listed below. 

 

Rogue DNS Servers 

85.255.112.0 through 85.255.127.255 To m ake the com parison between the com puter’s 

DNS servers and this table easier, start  by 

com paring the first  num ber before the first  dot . 

For exam ple, if your DNS servers do not  start  

with 85, 67, 93, 77, 213, or 64, you can m ove on 

to the next  step. I f your  servers start  with any of 

those num bers, cont inue the com parison. 

67.210.0.0 through 67.210.15.255 

93.188.160.0 through 93.188.167.255 

77.67.83.0 through 77.67.83.255 

213.109.64.0 through 213.109.79.255 

64.28.176.0 through 64.28.191.255 

 

I f your com puter is configured to use one or m ore of the rogue DNS servers, it  m ay be 

infected with DNSChanger m alware. 

Hom e com puters with high-speed Internet  connect ions and office com puters typically obtain 

their IP set t ings via DHCP from  a device on the network. I n these cases, the com puters are 

provided with an IP address, default  gateway, and DNS server set t ings. The I P addresses 

usually fall into one of t hree ranges of private addresses—192.168.0.0 to 192.168.255.255;  

172.16.0.0 to 172.31.255.255;  and 10.0.0.0 to 10.255.255.255.  I n m ost  hom es, com puters 

are assigned an IP address in the range 192.168.1.2 to 192.168.1.254, and the default  

gateway and DNS servers are set  to 192.168.1.1. To determ ine if your com puter is ut ilizing 

the rogue DNS servers, read the next  sect ion, Checking the Router.  



I f you are unable to locate your DNS server set t ings, obtain assistance from  the Help 

program  bundled with your operat ing system , reputable online sources, or  a t rusted 

professional. 

Checking the Router  

Sm all office/ hom e office routers connect  your network of com puters and devices to your 

I nternet  service provider. The SOHO router m ay have been purchased and installed by you 

or installed by your ISP. Linksys, D-Link, Netgear, and Cisco are com m on SOHO router 

brands, but  there are m any others.   

The DNSChanger m alware is capable of changing the DNS server set t ings within SOHO 

routers that  have the default  usernam e and password provided by the m anufacturer. I f you 

did not  change the default  password at  the t im e the SOHO router was installed, you m ust  

check the SOHO router set t ings.  

The procedure to access your SOHO router set t ing varies by m anufacturer, so consult  your 

product  docum entat ion. Once you have access to the SOHO router configurat ion, com pare 

the DNS servers listed to those in the rogue DNS servers table above. I f your SOHO router 

is configured to use one or m ore of the rogue DNS servers, a com puter on your network 

m ay be infected with DNSChanger m alware. 

 

W hat  Should I  Do? 

I n addit ion to direct ing your com puter to ut ilize rogue DNS servers, the DNSChanger 

m alware m ay have prevented your com puter from  obtaining operat ing system  and ant i-

m alware updates, both crit ical to protect ing your com puter from  online threats. This 

behavior increases the likelihood of your com puter being infected by addit ional m alware. 

The crim inals who conspired to infect  com puters with this m alware ut ilized various m ethods 

to spread the infect ions. At  this t im e, there is no single patch or fix that  can be downloaded 

and installed to rem ove this m alware. I ndividuals who believe their com puter m ay be 

infected should consult  a com puter professional.   

I ndividuals who do not  have a recent  back-up of their im portant  docum ents, photos, m usic, 

and other files should com plete a back-up before at tem pt ing to clean the m alware or ut ilize 

the restore procedures that  m ay have been packaged with your com puter.  

I nform at ion regarding m alicious software rem oval can be found at  the website of the United 

States Com puter Em ergency Readiness Team :  ht tps: / / www.us-

cert .gov/ reading_room / t rojan- recovery.pdf.  

 


