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ESSENTIAL ELEMENTS

Agenda

o Partl

v’ History and Evolution of the CJIS Security Policy

v" The Advisory Policy Board Process and Changing the Policy
v" CJI and CJIS Systems

v [SO Responsibilities

v" Noncriminal Justice Agency’s (NCJA)

v" Audit Process

o Partll

v' Threats

v" Technology (i.e. cloud, mobile, AA, etc.)
v" FBI CJIS ISO Resources

v" Networking




ESSENTIAL ELEMENTS

The Advisory Policy Process

e Working Groups — Five Regional Groups

L Northeastern, North Central, Southern, Western, Federal
(approximately 30 members each)
e Subcommittees — Nine, Topic Specific

L) Security & Access Subcommittee (13 members)
L) 18 Task Forces who report to a subcommittee

e Advisory Policy Board (APB)

0 37 members




ESSENTIAL ELEMENTS

The Advisory Policy Process

e Two Cycles Annually

L) Topic Papers

O Spring and Fall

0 Working Groups, Subcommittees, Board
0 FBI Director approval




ESSENTIAL ELEMENTS

Security & Access Subcommittee

NORTH
CENTRAL
WORKING
GROUP

WESTERN
WORKING
GROUP

NORTHEASTERN

SOUTHERN
WORKING
GROUP

Representation:
Chairman: Alan Ferretti — TX
DPS
Vice Chair: Joe Dominic — CA
DOJ

TJ Smith — CA LASD
Brenda Abaya — HI CJDC
Jim Slater — MA Dept.
Criminal Justice

Blaine Koops — Ml Allegan
County Sheriff

Patrick Woods — MO HP
Yosef Lehrman — NY NYPD
Network Ops

Brad Truitt — TN BOI

Chris Kalina — WI DOJ

Bill Phillips — AZ Nlets
Charles Shaffer — FL DLE
(Compact Rep)




ESSENTIAL ELEMENTS

IDEA ——

Anideais born...

. and sent to
the state’s CSO

If deemed feasible, CJIS
writes staff paper and
forwards to the Working
Groups for consideration.

After deliberation, the Working
Groups make a recommendation
which is forwarded to the
Subcommittee. ..

r\) wh|ch sends its
recommendatlon to
the Board.

w/\

APB

. . who evaluates and
forwards it to the
Working Group

Chairman.. .

..who
forwards it to
the FBI’s CJIS
Division DFO.. .

. . who directs it to
the proper CJIS unit
for research and
development.. .

4

FBI CllS

The APB’s
recommendation is
forwarded to the FBI
Director for approval and
implementation by CJIS.




ESSENTIAL ELEMENTS

O Minimum requirements for the
protection of criminal justice
information (CJI)

L Annual release cycle -
O July / August Time Frame

0l Incorporates APB approved changes
from previous year (2 cycles: Spring / Fall)

O Incorporates administrative changes




ESSENTIAL ELEMENTS

Section 4 — Criminal Justice Information and
Personally Identifiable Information

Criminal Justice Information (CJI) = is the term used to refer to all of
the FBI CJIS provided data necessary for law enforcement and civil
agencies to perform their missions including, but not limited to
biometric, identity history, biographic, property, and case/incident
history data.

The intent of the CJIS Security Policy is to ensure the protection of the
aforementioned CJI until such time as the information is either
released to the public via authorized dissemination (e.g. within a court
system or when presented in crime reports data), or is purged or
destroyed in accordance with applicable record retention rules.




ESSENTIAL ELEMENTS

Section 4 — Criminal Justice Information and
Personally Identifiable Information

Criminal History Record Information (CHRI) — A subset of CJl. Any
notations or other written or electronic evidence of an arrest,
detention, complaint, indictment, information or other formal criminal
charge relating to an identifiable person that includes identifying
information regarding the individual as well as the disposition of any
charges.

Personally Identifiable Information (Pll) — PIl is information which
can be used to distinguish or trace an individual’s identity, such as
name, social security number, or biometric records, alone or when
combined with other personal or identifying information which is
linked or linkable to a specific individual, such as date and place of
birth, or mother’s maiden name.




ESSENTIAL ELEMENTS

Section 3 — Roles and Responsibilities

3.2.8 CJIS Systems Agency Information Security Officer (CSA 1SO)
The CSA ISO shall:

1.

2.

Serve as the security point of contact (POC) to the FBI CJIS Division
ISO.

Document technical compliance with the CJIS Security Policy with
the goal to assure the confidentiality, integrity, and availability of
criminal justice information to the user community throughout the
CSA’s user community, to include the local level.

Document and provide assistance for implementing the security-
related controls for the Interface Agency and its users.

Establish a security incident response and reporting procedure to
discover, investigate, document, and report to the CSA, the
affected criminal justice agency, and the FBI CJIS Division ISO major
incidents that significantly endanger the security or integrity of CJI.




ESSENTIAL ELEMENTS

Noncriminal Justice Agency’s (NCJA)

3.2.5 Noncriminal Justice Agency

A NCJA is defined (for the purposes of access to CJl) as an entity or any
subunit thereof that provides services primarily for the purposes other
than the administration of criminal justice.

NCJA — Government: State, local or county IT organization

NCJA - Private: Local bank

NCJA = Public: School board

Establish a security incident response and reporting procedure to
discover, investigate, document, and report to the CSA, the
affected criminal justice agency, and the FBI CJIS Division ISO major
incidents that significantly endanger the security or integrity of CJI.

L =

Appendix J — Supplemental Guidance




ESSENTIAL ELEMENTS

Audit Process

Audit Staff




ESSENTIAL ELEMENTS

Questions?







Essential Elements of
State ISO

Responsibilities
Part I

FBI CJIS ISO Program
FBI CJIS Audit Unit
Security & Access (SA) Subcommittee




ESSENTIAL ELEMENTS

Threats / OPSEC / Beneficiaries of Compromise

e Threats

— External
— Internal

e OPSEC (Operations Security)
— Controlling information
— Publicity
— Transparency challenge

e Beneficiaries of Compromise
— [ndividuals
— Political groups




ESSENTIAL ELEMENTS

e Cloud

— External
— Internal

e Mobile
— Smartphones
— Tablets
— Laptops

e Infrastructure
— Local area network
— Wide area network
— Ownership

Technology




ESSENTIAL ELEMENTS

FBI CJIS ISO Program Services

e Steward the CJIS Security Policy for the Advisory Policy
Board

— Draft and present topic papers at the APB meetings
e Provide Policy support to state ISOs and CSOs
— Policy Clarification
— Solution technical analysis for compliance with the Policy

— Operate a public facing web site on FBI.gov: CJIS Security
Policy Resource Center

e Provide training support to ISOs
e Provide policy clarification to vendors in coordination with

iso@ic.fbi.gov



mailto:iso@ic.fbi.gov

ESSENTIAL ELEMENTS

State CJIS Responsibilities

e State CJIS CSO/ISO should be the first stop for any questions or
concerns

— Responsible for CJIS systems in their state/agency
— State CJIS requirements may differ from the CJIS Security Policy

— CSO/ISO should be kept in-the-loop with the CJIS issues in their
state/agency

— Forwards requests for changes to the CJIS Security Policy to the
CJIS ISO Program via the Working Group Process



mailto:iso@ic.fbi.gov

ESSENTIAL ELEMENTS

CJIS Security Policy Resource Center

Ol Publically Available:

http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view

L) Features:

Search and download the CIJIS Security Policy

Access companion documents: Requirements, NIST 800-53r4 Mapping
Use Cases (Advanced Authentication and others to follow)

Cloud Computing Report & Cloud Report Control Catalog

Mobile Appendix

Submit a Question (question forwarded to CJIS ISO Program)

Links of importance (Federal IS sites)

iso@ic.fbi.gov



http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
mailto:iso@ic.fbi.gov

ESSENTIAL ELEMENTS

CJIS Security Policy Resource Center

http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
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ESSENTIAL ELEMENTS

CJIS Security Policy Resource Center

http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view

REPORT THREATS » A-Z INDEX + SITEMaP
[ ___searchsite _ RRRSed

CONTACT US ABOUT US MOST WANTED NEWS STATS & SERVICES = SCAMS & SAFETY JOBS FUN & GAMES
Forms Select Language  [~v| F=4 GetFBI Updates
Home = CJIS Security Policy FAQ Submission

CJIS Security Policy Frequently Asked Questions Submission

This page is intended for use by members of law enforcement and non-criminal justice agencies of the CJIS community as well as vendors who provide support to law
enforcement and non-criminal justice agencies. All submitted questions should specifically pertain to the CJIS Security Policy and its application—not to any other business
processes performed by the CJIS Division or the FBI in general. Submissions received that are unrelated to the CJIS Security Policy will neither be answered nor retained

Please fill out the form below. The red square indicates a required field.

First Name

Last Name

Your E-Mail Address =

Your State =

Subject =

Comments =

3000 characters remaining

ReCaptcha =



mailto:iso@leo.gov

ESSENTIAL ELEMENTS

Contacts & Networking

George White (304) 625 - 5849
FBI CJIS ISO george.white@ic.fbi.gov
John “Chris” Weatherly (304) 625 - 3660
FBI CJIS ISO Program Manager john.weatherly@ic.fbi.gov
Jeff Campbell (304) 625 - 4961
FBI CJIS Assistant ISO jeffrey.campbell@ic.fbi.gov
Steve Exley (304) 625 - 2670
Sr. Consultant/Technical Analyst stephen.exley@ic.fbi.gov

iso@ic.fbi.gov
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ESSENTIAL ELEMENTS

Questions?




- End of Day -

Ice Breaker & Vendor
EXpo 6 —8pm
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Is Your Supply Chain
Secure?

Exposing and Understanding
the Risks of Third Parties

Peter Morin




M
IS YOUR CYBER SUPPLY
CHAIN SECURE?

= R § v 1 ey |
Exposmg and Understanding the Risk of Using|

Th|rd Partles Within Your Supply Chain
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@PETERMORIN123
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Peter Morin

ITFORCEPOINT — Over 20yrs in the field
eeeeeeeee saymeon — Principal Cyber Engineer with
Raytheon Forcepoint
EY — Incident Response
A e — Worked in the past for the
o various military angl
government agencies
— Specialize in protection of
Canada critical infrastructure and

DFIR

,@ petermorinl23




Fun Travels...
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"About 80% of data breaches
originate in the supply chain...”

Torsten George, VP of marketing for Agiliance

What does that mean to me??

,@ petermorinl23
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HALIFAX
“Whe

ARG
“Is it secure?”

“Data destructiog?”

“Breach policy?’ \
WH‘VS"”

“Federamm
me, age, gendg SSN
Medical |n n
Payment i orﬁ\o
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Modern Global Supply Chain Defined

* A complex, global third-party
network of suppliers,
distributors, business
partners, services providers,
and customers that share
business processes, develop
technology, as well as
distribute products used in
creating, sharing, and

distributing information.

,@ petermorinl23




Could Look Like This?

Distributor Network

4
A

End Customer

Domestic
Raw Goods Supplier

Primary DC
Tennessee

Manufacturing
Tennessee

Port

International
Raw Goods Supplier Charleston, SC
If the raw materials come from
Expedited shipments are shipped

overseas, they must go through
sterilzation before manufacture.
directly from manufacturing

,@ petermorinl23




Part name Movable Horizontal  Tail fin
Company (country) trailing edge stabilizer Boeing
(U.S., Canada, Alenia (U.S)
Wingtips Australia) (Italy)
)

KAA (Korea Rear fuselage

Fixed & movable Boeing (U.S)

;epain::r(\g gc)ige Wing-to-body o )

. fairing f

Wog— Boeing (U.S.) % BOEI ng S 787

Mitsubishi Passenger .

Copan «wyoos  Dreamliner
Latecoere (France)

Centre fuselage Lithium-ionb i

Alenia (ltaly) - mé“S :/?Jgsaa(tltae;:aerls) St r u Ct u re

Main landing gear

e SUPPlY Chain

® Forward fuselage S I "
Spirit (U.S.) ] Fixed trailing edge u p p I e rS
Kawasaki (Japan) Engine Kawasaki (Japan)
Centre wing box NaceRes
Fuji (Japan) bregicnit.a) OTHERS

— Landing gear structure Engine Wing/body fairing
Messier-Dowty (France) Rolls-Royce (U.K) Boeing (Canada)

Lithium-ion batteries General Cargo access doors

GS Yuasa (Japan) Electric (U.S.) Saab (Sweden)




What Do You Consider to be the
Supply Chain?

E

DOCUMENTS




Do you even
know the extent
of your supply
chain? Who your
suppliers are?




How Did We Get Here?

* Growing sophistication and scale of IT
systems

* Speed and scale of globalization

* Significant increase in how many ‘touch’
products and services

,@ petermorinl23



Lack of...

* Visibility and understanding: how technology
is developed, integrated and deployed and
practices to assure security

* Control of the decisions impacting the
inherited risks and ability to effectively
mitigate those risks.

,@ petermorinl23



It is only going to get worst...

* Internet of Things: ——
everything is smart and e ———

economics banking retail markets eurozone

i n te rC O n n e Cte d Fighter jet flies with 3D printed parts

Milestone with Tomado using components made on the spot means
maintenance costs could be slashed, says maker BAE

* 3D Printing — lack of
quality control and
knowledge of the source
of components




PHYSICAL DISRUPTION
(THEFT, TAMPERING)

MATERIALS

£

Lot’s of Attack Vectors

>

INFRASTRUCTURE

AS A SERVICE

VIRTUAL DISRUPTION
(DDoS, MiM, etc)

@

PHYSICAL COMPROMISE PHYSICAL DISRUPTION
(POLICY VIOLATION) (PRODUCT TAMPERING) SERVICE INTERUPTION
ENTERPRISE z CUSTOMER

MALWARE INSIDER THREAT
(COMMAND AND CONTROL) (IP LOSS)

COMPROMISE
(INFILTRATION/EXFILTRATION)

@petermorinl23




By The Numbers...

* 70% - enterprises who
enter into contracts with
external vendors that do
not conduct any security
checks

* 63% - breaches resulting
from a third-party which
introduced the security
deficiencies

Source: CSO Online (2014)

,@ petermorinl23



By The Numbers...

* 60% - organizations allow third-
party vendors remote access to
internal networks

* 58% - organizations have no
confidence that their third-party
vendors are securing and

monitoring privileged access to
their network

Source: CSO Online (2014)

,@ petermorinl23



The “Fourth” Party Supplier

) _
* Have you thought £ sumologic és
about third party s
providers that use Bitdefender
| CapitalOfy
services such as o~ _
Amazon or Azure? Bers L.,f.OTELS

CORPORATION

* Are your third
parties doing their

due-diligence? stripe GE Healthcare

* |s SOC2/3 sufficient?

,@ petermorinl23



AWS or Azure may be ok...what about
these?

‘rlinode.com

Linode Resets User Passwords After Breach

By Eduard Kovacs on January 06, 2016

BE 0 signin Menu -
NEWS

Home = Video = World US & Canada UK  Business Tech Science  Magazine

Seal

Entertainment & Arts = Hed

Technology

Apple toughens iCloud security after

celebrity breach

By Leo Kelion

Cloud hosting company Linode informed customers on Tuesday that it has reset their
Linode Manager passwords after discovering user credentials on an external machine.

The company found credentials for two Linode.com accounts while investigating
unauthorized access to three accounts. Linode believes that, at some point, user credentials
could have been read from its database, either online or offline.

The exposed database included a user table containing usernames, email addresses,
password hashes, and encrypted tvro-factor authentication seeds.

Linode said the exposed user credentials might have been used to access the three breached
accounts. The company hasn’t found any evidenc uggest that its infrastructure,

Technology desk editor

@ 17 September 2014 Technology

Enter “voul

ADVERTIS

Top Stories

Huge leak reveal
havens

A huge leak of confi
from a Panamanian
the rich and powerfi
dodge sanctions an

@ 7 hours ago
Nigeria Islamist |
"caught’

(@ 6 hours ago
Tribal chief Joe I
dies

@® 2 hours ago




Examples...Let’s Talk About That

* Lockheed Martin / RSA

* Target o o s

G ;ug_.." E—éf?m- Feportrezch-

* Home Depot d uacks..,..mmurganlzatmns

* Juniper backdoor amdems = £:";£c§r§s§c3~;5nsmﬂ§ﬁun

“lnger < = e e o

* Lenovo T
* Dell Computers

,@ petermorinl23



Lockheed Martin/RSA

 March, 2011 - RSA breached via
e-mail phishing attacks

e Attacks exploited a zero-day
vulnerability in Adobe Flash. RSA

e SecurlD information stolen. SecurlD®

* May, 2011 — Lockheed Martin
detected significant attack.

,@ petermorinl23




Lockheed Martin/RSA

 June 6, 2011, RSA confirmed
that their breach was part of
the hacking attempt on LM

* Described as "significant and
tenacious.”

,@ petermorinl23



Lockheed Martin/RSA

* Exploited Lockheed's employee VPN

* Attackers possessed the seeds (factory-
encoded random keys) used by their SecurlDs

* Also had serial numbers and the underlying
algorithm used to secure the devices

 Thankfully they detected the attack early and
were able to protect themselves.

,@ petermorinl23



Target Breach Stats

e Started on November 27, 2013
e Lasted 19 days
 11GB of data stolen

* Contributed to a 46% drop in year-
over-year quarterly profits

* 100+ lawsuits have been filed
* Target’s then CEO and CIO resigned
* 110M impacted customers

Source: SEC Filings

,@ petermorinl23



What Did Target Look Like?

e PCI-DSS compliant (Sept. 2013)

* Dedicated security team

* Tech from FireEye, Symantec, etc.
e 24/7 security operations center

,@ petermorinl23



MECHANICAL SERVICES

About Fazio Mechanical
Fazio Senvices

Safety Dedicated
Directions to Fazio
Contact Fazio

412-782-6338

800-241-4029

Fazio Mechanical
is licensed in:

Pennsylvania
West Virginia
Maryland
Virginia
Ohio

Who is Fazio?

Fazio Mechanical Services

Fazio Mechanical is "Refrigeration”

Contact

At Fazio Mechanical we have a passion for design, engineering, installation,
service and support and all while keeping a focus on saving energy. Learn more ...

Fazio Mechanical Services is a full-service mechanical contractor that specializes in the
design, installation, and service of the most advanced, cost effective and environmentally-
friendly supermarket refrigeration systems in the industry.

We service customers in Western Pennsylvania, Eastern Ohio, and parts of West
Virginia, Maryland and Virginia. We bring the technical knowledge, experience, and
proven performance that is “second-to-none” in the refrigeration industry.

“Fazio Mechanical is Refrigeration”



Target Breach

* Emailed malware two months prior
to theft

e Citadel - variant of Zeus

* Free version of Malwarebytes — no
real time protection with the free
product

,@ petermorinl23



MECHANICAL SERVICES

Statement on Target data breach

Fazio Mechanical Services, Inc. places paramount importance on assuring the security of confidential
customer data and information. While we cannot comment on the on-going federal investigation into
the technical causes of the breach, we want to clarify important facts relating to this matter:

*Fazio Mechanical does not perform remote monitoring or control of heating, cooling
or refrigeration systems for Target.

*Qur data connection with Target was exclusively for electronic billing, contract
submission and project management, and Target is the only customer for whom we
manage these processes on a remote basis. No other customers have been affected
by the breach.

s Our IT system and security measures are in full compliance with industry practices.
*Fazio Mechanical is not the subject of the federal investigation

Like Target, we are a victim of a sophisticated cyber attack operation. We are fully cooperating with the

Secret Service and Target to identify the possible cause of the breach and to help create proactive

remedies to enhance the security of client/vendor connections make them less vulnerable to future
breaches.

Ross E. Fazio
President and Owner

e E32i0 Mechanical Services, Ing. poie 5 4 i il o P,




Target Breach

 Fazio’s data
connection was
for electronic

Email Address® The simple way to reach our buye

b i I | i n g’ CO n t ra Ct Password Create a RangeMe profile and u
: : [C] Remember Me
S u b I I I I S S I O n a n d i . i Your product is directed to the |

Forgot your password? E

°
p rOJ e ‘ t Interested in becoming a Business Pariner? | Learn More
=Target Team Members, login using your LAN D Get Sta

I I I a I I a ge I I I e I lt e This website is for Target business purposes. All information thatis created, stored, accessed, received or used by you through this wi

property of Target. By accessing and using this website, you warrant that you are using an authorized 1D and password, consent to any
website's information, and agree to comply with the Rules of Use and other provisions of Partners Online

POL

Partners Online

How RangeMe works

Buyers can provide feedback d

Mote: Internet Explorer 11 is the supported web browser for Partners Online. To protect sensitive information and leverage all site functi




Target Breach

* Little attention paid to vendors like Fazio
* No requirement for two-factor ID

e Basic security assessment for those types of
vendors by Target?

* Here lies the problem — Fazio doesn’t process
credit cards or store Pll — so why would they
be important??

,@ petermorinl23



Target Breach

* Why an HVAC vendor?
* Probably just blind luck....

e Massive amounts of internal
documentation for vendors on
its various public-facing web S
properties

Did not require a login...



Home Depot

* “We sell hammers!”

* Delivered via a partners PC —
after landing a phish

* Used a trojan to steal the VPN
password

* No two-factor authentication

e Latest Symantec Endpoint
Protection (SEP) installed

* Did not have “Network Threat
Protection” enabled (HIPS)

,@ petermorinl23




Home Depot

* Hackers had easy to access internal systems
* Exploited a weakness in MS Windows server

* Stolen credentials alone did not provide direct
access to the company's point-of-sale devices

,@ petermorinl23



Home Depot

* Acquired elevated rights that allowed
them to navigate portions of HD's network

* BlackPOS was then deployed to 7500 self-

checkout systems in the US and Canada
using SMS




. # of Months of
< “Dwell Time”

,@ petermorinl23



UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
‘Washington, DC 20415

From: Chief Information Officer

Dear’ PIN:
I am writing to inform you that the U.S, Office of Personnel Management (OPM) recently became

aware of a cybersecurity incident affecting its systems and data that may have exposed your
personal information. .

Since the incident was identified, OPM has partnered with the U.S. Department of Homeland
Security’s U.S. Computer Emergency Readiness Team (US-CERT) to determine the impact to
Federal personnel. OPM immediately implemented additional security measures and will continue
to improve the security of the sensitive information we manage. .

You are receiving this notification because we have determined that the data compromised in this
incident may have included your personal information, such as your name, Social Security number,
date and place of birth, and current or former address. To help ensure your privacy, upon your next
login to OPM systems, you may be required to change your password. i =t

OPM takes very seriously its responsibility to protect your information. While we are not aware of
any misuse of your information, in order to mitigate the risk of potential fraud and identity theft, we
are offering you credit monitoring service and identity theft insurance through CSID, a company
that specializes in identity theft protection and fraud resolution. All potentially affected individuals
will receive a complimentary subscription to CSID Protector Plus for 18 months. Every affected
individual, regardless of whether or not they explicitly take action to enroll, will have $1 million of
identity theft insurance and access to full-service identity restoration provided by CSID until
12/7116.

The quickest and most convenient way for affected individuals to enroll in Protector Plus is to visit
www.csid.com/OPM. You will need to use the PIN Code at the top of this correspondence to enroll
in these services. Individuals can alsocontact CSID with any questions about these free services by
calling this toll free number, 844-777-2743 (International callers: call collect at 512-327-0705). The
Protector Plus coverage includes:




OPM

e 22 million records
* Background checks back 15yrs

* Federal employees,
contractors, military, spouses,
friends

* Stolen credentials from
KeyPoint — a background check
provider

* Breached earlier in the year /‘;-' KEYPOINT

,@ petermorinl23
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Attackers will go after the
weakest link!
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Juniper

e Two unauthorized
backdoors (2015)

e 1) Allows the attackers to
decrypt protected traffic
passing through Juniper’s
devices running ScreenOS

e 2) Juniper ScreenOS
Authentication Backdoor
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Juniper — Backdoor #1

RESEARCHERS SOIVE JUNIPER ~~ * Related to the use of the

BACKDOOR MYSTERY: SIGNS
POINT T0 NSA DUAL_EC DBRG pseudo

random number generator
T * Weakness in the algorithm

| ~-||||' al| ]l * Decrypt protected traffic
| ] ] passing through Juniper’s
q"“ q"“ q"" "|||| q"" devices (VPN)

,@ petermorin123




Juniper — Backdoor #2

e Telnet or SSH on a
vulnerable device

= Honeypot Connections using ScreenOS Backdoor Password

’F 2 I ” Z

e Password of "<<< éﬁ%

%s(un='%s') = %u | o

* Give you access with
the highESt priViIegeS 1172119 2121 2128 g4 223 26 207 pog 22-11 0

Within days of the advisory
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Juniper Networks, Inc.
NYSE: JNPR - 21 Dec 16:06 EST

27.25 ¥1.43 (4.99%)

After-hours: 27.25 40.00 (0.00%)

1 day 5 day 1 month 3 months 1 year 5 years max
Not so good for
Juniper.
Loss of 5% in one day.
(Dec 21, 2015)
Hoh  o8%0 e -
Low 27.02 Div yield 1.47%
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Lenovo Superfish Adware

Tech L e PO LenOVO b o 2c8to,
~~ sl _ ack
TO admnits superfish put users adware Mot iid‘j}s On Superfig,
Leno;(rotC\kS damagde contro trust Orking to restore
= 8 k K sne
2.1K e

Lenovo hit with lawsuit over Superfish
adware fiasco




Lenovo Superfish Adware

* DHS classified this as spyware
* Pre-loaded on Lenovo computers

* “Man-in-the-middle" so it can access private
data for advertising purposes

* |njecting ads and reading data from pages that
should be private (SSL)

* Could grant hackers access to a user's secure
browser data

,@ petermorinl23
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Lenovo Superfish Adware

Certificate

General | Details | Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to:( www.bankofamerica.com )

Valid from 2/19/2014 to 3/22/2015

g o

e i

Initially, Lenovo
was reluctant to
admit any security
1ssues resulting
from Superfish.
Later in the week,
the company
backpedaled.




Lenovo Accelerator App

2

Steam Stealer

Report: loT data F_ ‘Suckfly' in the
=SCUS malware attacks i leaks, unreported 3 l* E ointment: Chin
on gamers' vulnerabilities, i \ ~ APT group stea
credentials gaining among top threats =l code-signing
steam that lay ahead certificates

MAGAZINE

HEWS PRODUCT REVIEWS BLOGS L Y EVENTS

5C Magazine > News > Lenovo advises users to remove vulnerable preinstalled app

el

[” ] = N

-
June 02, 2018

Lenovo advises users to remove vulnerable 86% of reac
preinstalled app

Share this content: n u m a

Lenovo advised users to remove the preloaded
“Lenove Accelerator Application” teol after
researchers from the firm Duo Security discovered
it could be exploited to perform man-in-the-middle
(MitM) style attacks.

SIGN UP T Ul

5C Magazine Feal
the Day

[#] 5C Magazine New
SC Magazine Proc
SC Magazine Proc

The vulnerable application has an insecure update
= mechanism that can be remotely executed by an
m attacker with local network access and was
m installed on some consumer notebook and desktop

systems that were preloaded with the Windows 10
. operating system, according to a Lenovao's security

advisory.

anld_laad _#a_radra_atraclc farkicla/GANGED (£ -

United States




Dell eDellRoot Adware

COMMENTS '

Two Dell laptop models are shipping
with a Superflsh-style certificate hack

By Russell Brandom on Noven 20pm &% Email ¥ @russellbrandom

> X
Your first server’s on us.

Use promo DROPLET10 for $10 credit

START FREE \

' \
18 % DigitalOcean 3 ‘

¢ > N
\/— \//L B \ N /,/ \v “«4/

THE
\WESY HEADLINES

NASA paying $116 billion
so Aerojet Rocketdyne can
start making engines for
Mars

NBC has to give
Republicans 12 minutes of
airtime because Trump

,@ petermorinl23

Share on Facebook (555) in Share (11)
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Challenge

* Hacker looks for the weakest point in the
chain - the supplier

* Large organizations can have hundreds or
even thousands of suppliers

* Typically, the security set of only two dozen or
so are scrutinized by the mother company.

,@ petermorinl23



Challenges

* |tis very hard to detect unauthorized use of
someone’s credentials

 We normally audit for failed logins, not
successful ones

* Most companies simply don't have the
capacity to really encompass all of their
suppliers into a detailed risk assessment.

,@ petermorinl23



Evaluation

e Can you identify the sub-tier
suppliers for critical IT components
or software embedded in your
products and systems?

* |s cyber risk part of vendor selection,
management and audit?

Do you know what information or IT
systems your vendors can access?

* Do you scrutinize vendor personnel
practices?

,@ petermorinl23




Evaluation

* Does the IT Security Group participate in the
procurement process, vendor assessments

and vendor management?

 What other groups should you be working
with to assure end-to-end cybersecurity?

,@ petermorinl23



Find your dependencies

 What is the risk posed by
vendors, suppliers, and
contractors G
* Level of access

 Harm that could come to your
pusiness from misuse of that
access

,@ petermorinl23




Locate Company Sensitive Data

e Determine which data is considered sensitive
e Where is this data?

 What members of your supply chain have
access to it?

* Don’t forget backups and any copies out
there!

,@ petermorinl23



Don’t Try to Drink From a Firehose

* Many large companies have
tens of thousands of vendors.

* Vetting them all with equal
rigor is not possible.

* Categorized vendors into tiers

* Focus on those that
potentially pose the most
risk.




NIST 800-161

(Second Draft) NIST Special Publication 800-161

Bl R

Supply Chain Risk Management
s  Practices for Federal Information
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9
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Contractual Obligations

Require breach notification
Data handling requirements

Require product integrity

Make your suppliers demand
the same of their suppliers!!




Track Identities and Access

* For third party access

* Implement granular user and
device management

e Pair that with network access
controls

* Provide 2FA fobs over the
phone on demand after
verification.

.
(
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Limit Vendor Access

* Application inspection on “trusted
connections” — treat them like classified
networks — inverse DLP

* Do not directly share critical information -
read only and encrypt

* Air-gap your sensitive networks
* Make sure you baseline you devices!!!

,@ petermorinl23



Protect the Endpoint

* Monitor installed products, endpoints and
connections

* |dentity and human behavior monitoring are a
must to combat today’s threats




Table-top exercises, Cyber Readiness

* Run exercises with your

partners SEEMS I.EEIT

e Subject them to similar
attack vectors

* |nvolve the various
departments

* Include the execs!
e Evaluate, improve, re-test...

,@ petermorinl23



Are you prepared
to walk away
from a supplier
with poor
security?




Peter Morin
petermorinl23@gmail.com
Twitter: @petermorinl23
http://www.petermorin.com

,@ petermorinl23



Break &
Vendor Expo




Vendor Capability
Overviews




CJIS Security Policy

Policy Session 1

George White
FBI CJIS ISO




CJIS SECURITY POLICY SESSION 1

CJIS Advisory Process — Advisory Policy Board

CJIS
APB

9
/ Subcommittees
5
Working Groups




CJIS SECURITY POLICY SESSION 1

CJIS Advisory Process — Compact

1
Compact
Council

2
Committees




CJIS SECURITY POLICY SESSION 1

IDEA ——

Anideais born...

. and sent to
the state’s CSO

If deemed feasible, CJIS
writes staff paper and
forwards to the Working
Groups for consideration.

4

After deliberation, the Working
Groups make a recommendation
which is forwarded to the
Subcommittee. ..

= =S E
D S
r\)/. wh|ch sends its
' recommendatlon to
the Board.

m/‘\ 72\

\\/gy\tu/

FBI
ClIS

APB

..who
forwards it to
the FBI’s CJIS
Division DFO.. .

FBI ClIS

I

. . who evaluates and
forwards it to the
Working Group
Chairman.. .

. . who directs it to
the proper CJIS unit
for research and
development.. .

4

Iﬂ
A '/\CJ

I

The APB’s i
recommendation is NI PIE GG D
forwarded to the FBI L” H R E=NERIRNE) R
Director for approval and
implementation by CJIS.




CJIS SECURITY POLICY SESSION 1

Shared Management Philosophy

e [n the scope of information security, the FBI CJIS Division employs
a shared management philosophy with federal, state, local, and
tribal law enforcement agencies.

e The FBI has a similar relationship with the Compact Council, which
governs the interstate exchange of criminal history records for
noncriminal justice purposes.




CJIS SECURITY POLICY SESSION 1

Section 4 — Criminal Justice Information

e Criminal Justice Information (CJI) =

The term used to refer to all of the FBI CJIS provided data necessary for
law enforcement and civil agencies to perform their missions including,
but not limited to biometric, identity history, biographic, property, and
case/incident history data.

The intent of the CJIS Security Policy is to ensure the protection of the
aforementioned CJI until such time as the information is either
released to the public via authorized dissemination (e.g. within a court
system or when presented in crime reports data), or is purged or
destroyed in accordance with applicable record retention rules.




CJIS SECURITY POLICY SESSION 1

Risk-based Approach to Compliance with the CJIS
Security Policy

o Executive Summary:

“The Policy empowers CSAs with the insight and ability to tune their
security programs according to their risks, heeds, budgets, and
resource constraints while remaining compliant with the baseline level
of security set forth in this Policy.”

o Section 2.3 Risk Versus Realism:

“Each agency faces risk unique to that agency. It is quite possible that
several agencies could encounter the same type of risk however
depending on resources would mitigate that risk differently. In that
light, a risk-based approach can be used when implementing
requirements.”




CJIS SECURITY POLICY SESSION 1

FBI CJIS ISO Program Services

e Steward the CJIS Security Policy for the Advisory Policy
Board

— Draft and present topic papers at the APB meetings
e Provide Policy support to state ISOs and CSOs
— Poliicy Clarification
— Solution technical analysis for compliance with the Policy

— Operate a public facing web site on FBIl.gov: CJIS Security
Policy Resource Center

® Provide training support to ISOs

@ Provide policy clarification to vendors in coordination with
ISOs




CJIS SECURITY POLICY SESSION 1

State CJIS Responsibilities

e State CJIS CSO/ISO should be the first stop for any questions
or concerns

— Responsible for CJIS systems in their state/agency

— State CJIS requirements may differ from the CJIS Security
Policy

— CSO/ISO should be kept in-the-loop with the CJIS issues in
their state/agency

— Forwards requests for changes to the CJIS Security Policy to
the CJIS ISO Program via the Working Group Process




Lunch &
Vendor Expo




Cyber Threat

Landscape
Industry Panel

Moderated by:

John C. “Chris” Weatherly
CJIS ISO Program Manager




CJIS Security Policy

Policy Session 2

Stephen Exley, Cissp
Senior Consultant/Technical Analyst




CJIS SECURITY POLICY SESSION 2

Agenda

e Provide some key information on the following Policy Areas:

v' 5.3 — Incident Response

v 5.4 — Auditing and Accountability

v 5.5 — Access Control

v’ 5.7 — Configuration Management

v 5.8 — Media Protection

v' 5,10 - System and Communications Protection and Information
Integrity

o Provide the latest update information on these more technical
Policy Areas

° Foster a Fun, Enjoyable Learning Experience (Don’t be Boring!)




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.3 -
Incident Response




CJIS SECURITY POLICY SESSION 2

Policy Section 5.3: Incident Response

° Purpose:

Institutes the requirement for agencies to establish an
operational Incident Response Plan that covers:

L) Responsibilities

0 Management of Incidents
0 Incident Handling

L) Collection of Evidence

O Incident Response Training
O Incident Monitoring




CJIS SECURITY POLICY SESSION 2

Policy Section 5.3: What’s Changed?

* No changes in CJIS Security Policy v5.4

* Significant change in CJIS Security Policy v5.5

> Any incident involving criminal justice information (CJI) should
be reported — physical or digital

* No changes in the works for CJIS Security Policy v5.6




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.4 -
Auditing and Accountability




CJIS SECURITY POLICY SESSION 2

Policy Section 5.4: Auditing and Accountability

° Purpose:

Provide the following audit and accountability controls to
increase the probability of authorized users conforming to a
prescribed pattern of behavior:

O Capture specified events and content via audit logs

L) Respond to Audit Processing Failures

0 Audit records must contain time stamps and be reviewed at
least at least once a week

O Protect audit tools and data

U Audit records, NCIC, and Il transactions shall be retained at
least one (1) year




CJIS SECURITY POLICY SESSION 2

Policy Section 5.4: Auditing and Accountability

o Why review audit logs?

> Event (What was done) vs. content (Where event was done)

> ldentify trends and indicators

> Find evidence of probes

> Find evidence of compromise (unauthorized access)

> Audit logs typically tell “what” happened (forensics tells “who”)




CJIS SECURITY POLICY SESSION 2

Policy Section 5.4: What’s Changed?

* No changes in CJIS Security Policy v5.4 or v5.5

* No changes in the works for CJIS Security Policy v5.6




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.5 -
Access Control




CJIS SECURITY POLICY SESSION 2

Policy Section 5.5: Access Control

° Purpose:

Provides the following planning and implementation of
mechanisms to protect access to CJl and the modification of
the systems which process CJi:

0 Account Management

Ll Access Enforcement

0 Unsuccessful Login Attempts

O System Use Notification

O Session Lock

) Remote Access

O Personally Owned Information Systems (BYOD)
0 No CJI from Publicly Accessible Computers




CJIS SECURITY POLICY SESSION 2

Policy Section 5.5: What’s Changed?

* A few significant changes in CJIS Security Policy v5.4

> Document the rationale technical and administrative process for
enabling remote access for privileged functions

> Established parameters for permitting Virtual Escorting for
Remote Access

* One relevant change in CJIS Security Policy v5.5

> Added Appendix G.5 - details industry best security practices for
assigning separate administrator accounts to support the
concept of Least Privilege

* No changes in the works for CJIS Security Policy v5.6




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.7 -
Configuration Management




CJIS SECURITY POLICY SESSION 2

Policy Section 5.7: Configuration Management

° Purpose:

Provide the following key configuration management
concepts to ensure only qualified and authorized individuals
access to information system components for purposes of
initiating changes, including upgrades, and modifications:

L Least Functionali
Q Network Diagram
= Security of Configuration Documentation




CJIS SECURITY POLICY SESSION 2

Policy Section 5.7.1.2: Network Diagrams

Conceptual Topology Diagram
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CJIS SECURITY POLICY SESSION 2

Policy Section 5.7.1.2: Network Diagrams
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CJIS SECURITY POLICY SESSION 2

Policy Section 5.7.1.2: Network Diagrams
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CJIS SECURITY POLICY SESSION 2

Policy Section 5.7: What’s Changed?

* No changes in CJIS Security Policy v5.4 or v5.5

* No changes in the works for CJIS Security Policy v5.6




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.8 -
Media Protection




CJIS SECURITY POLICY SESSION 2

Policy Section 5.8: Media Protection

° Purpose:

Implement and document the following media protection
policies and procedures to ensure all forms of CJl is restricted
to authorized individuals:

0 Media Storage and Access

L) Media Transport (Digital and Physical)
Ul Digital Media Sanitization and Disposal
L) Disposal of Physical Media




CJIS SECURITY POLICY SESSION 2

Policy Section 5.8: What’s Changed?

* Administrative changes in CJIS Security Policy v5.4

> Changed all instances of the term “electronic” to “digital”
* No changes in CJIS Security Policy v5.5

* No changes in the works for CJIS Security Policy v5.6




CJIS SECURITY POLICY SESSION 2

CJIS Security Policy Area 5.10 -
System & Communications
Protection & Information
Integrity




CJIS SECURITY POLICY SESSION 2

Policy Section 5.10: System & Communications
Protection & Information Integrity

° Purpose:

Establishes protection requirements for communications and
information systems:

> Information Flow Enforcement

> Facsimile Transmission of CJI

> Partitioning and Virtualization

> System and Information Integrity Policy and Procedures




CJIS SECURITY POLICY SESSION 2

Policy Section 5.10: What’s Changed?

* A few changes in CJIS Security Policy v5.4

> Encryption exemption for “campus-like scenarios”
> Changes to 5.10.3.2 Virtualization — permits virtual segregation

* One change in CJIS Security Policy v5.5

> Modification to encryption exemption for faxing & use cases

* Some changes are in the works for CJIS Security Policy v5.6

> Revision and updates to Section 5.10.1.2 Encryption
> Creation of an appendix for encryption (G.6)
> Updates to the Cloud Appendix (G.3)




CJIS SECURITY POLICY SESSION 2

Policy Section 5.10: What’s Coming?

* The Security and Access (SA) Subcommittee has established a
Cloud Task Force to review all cloud related topics, such as:

> Collection and Use of Metadata by Cloud Service Providers

> Security of CJIS Data Stored in Offshore Cloud Computing
Facilities

> FedRAMP/Trustmark concept




CJIS SECURITY POLICY SESSION 2

Questions?
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Stephen Exley, Cissp
Senior Consultant/Technical Analyst




CJIS Security Policy

Policy Session 3

John C. “Chris” Weatherly
CJIS ISO Program Manager




CJIS SECURITY POLICY SESSION 3

CJIS Security Policy Area 5.1 -
Information Exchange
Agreements




CJIS SECURITY POLICY SESSION 3

Brief Synopsis

e The information shared through communication mediums shall
be protected with appropriate security safeguards

e The agreements established by entities sharing information
across systems and communications mediums are vital to
ensuring all parties fully understand and agree to a set of
security standards




CJIS SECURITY POLICY SESSION 3

Information Exchange

e What is it?
e Roles and Responsibilities
e Supported by documentation

e Secondary dissemination




CJIS SECURITY POLICY SESSION 3

Information Handling

e Procedures for handling and storage

e Noncriminal Justice Purposes




CJIS SECURITY POLICY SESSION 3

State and Federal User Agreements

e Signed written user agreement with FBI CJIS

° Penetration testing




CJIS SECURITY POLICY SESSION 3

Criminal Justice Agency User Agreements

e Any CJA with access...
e Particular FBI CJIS systems listed
e Shall include:

e Audit
Dissemination
Hit confirmation
Logging
Quality Assurance (QA)
Screening (Pre-Employment)
Security
Timeliness
Training
Use of the system
Validation




CJIS SECURITY POLICY SESSION 3

Interagency and Management Control Agreements

e Noncriminal Justice Agency (government)

e Pursuant to E.O., Statute, Regulation, Or Inter-agency
Agreement

e Control stays with the criminal justice agency




CJIS SECURITY POLICY SESSION 3

Private Contractors and the CJIS Security Addendum

e Title 28 CFR 20.33 (a)(7)
e [Meet the same training requirements

e Subjected to same extent of audit review




CJIS SECURITY POLICY SESSION 3

Agency User Agreements

e NCJA Public
e County School board
° Must enter agreement with appropriate CSA/SIB

o NCJA Private
° [Local bank

e [Must enter into agreement with appropriate
CSA/SIB/Authorized Agency

e NCJAs must also allow penetration testing toward FBI CJIS




CJIS SECURITY POLICY SESSION 3

Outsourcing Standards for Non/Channelers

e Non/Channelers for NCJA (public) and NCJA (private) for NCJA
purposes

e Authorized pursuant to federal law of state statute

e Subject to terms and conditions described in Compact Council
Security and Management Control Outsourcing Standard

e Same certification and training requirements




CJIS SECURITY POLICY SESSION 3

Monitoring

e CJA or FBI CJIS (Channelers) maintains sufficient overall control
e Known Vulnerabilities

e Security-related incident reporting

e Changes to services
e [Evaluate the risk of the change




CJIS SECURITY POLICY SESSION 3

Secondary Dissemination

e Criminal History Record Information
e [f not part of agreement, log the release

e [f not CHRI, does not require logging; however,
e Validate the requestor as someone meeting requirements
for receipt




CJIS SECURITY POLICY SESSION 3

What’s New...

° NOTHING




CJIS SECURITY POLICY SESSION 3

Questions?




CJIS SECURITY POLICY SESSION 3

CJIS Security Policy Area 5.2 -
Security Awareness Training




CJIS SECURITY POLICY SESSION 3

Brief Synopsis
e Provides and governs the security measures needed for CJI
protection

e Required within six months of employment; biennially
afterward

e Acceptance of training from another agency

e Awareness topics depends on level of access




CJIS SECURITY POLICY SESSION 3

What’s New?

° v5.4

e Administrative Changes Only
e Changed “law-enforcement officer” to “criminal justice
professionals”
o Changed “CSO/SIB” to “CSO/SIB Chief”
o Changed “SIB” to “SIB Chief”

° V5.5
o Differing levels of training
e Level 1: “Walkin’ ‘round”
o [Level 2: Access to CJI
o Level 3: Physical and Logical Access
o Level 4: Administrators




CJIS SECURITY POLICY SESSION 3

Level 1 Training

e [ndividual responsibilities and expected behavior with regard
to being in the vicinity of CJl usage and/or terminals

e [mplications of noncompliance

e Jncident response (ldentify points of contact and individual
actions)

e Visitor control and physical access to spaces—discuss
applicable physical security policy and procedures, e.g.,
challenge strangers, report unusual activity, etc.




CJIS SECURITY POLICY SESSION 3

Level 2 Training

e All Level 1 bullets

e [Media protection

e Protect information subject to confidentiality concerns —
hardcopy through destruction

e Proper handling and marking of CJi

e Threats, vulnerabilities, and risks associated with handling of
CJi

e Social engineering

e Dissemination and destruction




CJIS SECURITY POLICY SESSION 3

Level 3 Training

e All Level 1 and Level 2 bullets

e Rules that describe responsibilities and expected behavior with regard to
information system usage

e Password usage and management—including creation, frequency of
changes, and protection

e Protection from viruses, worms, Trojan horses, and other malicious code

e  Unknown e-mail/attachments

e  Web usage—allowed versus prohibited; monitoring of user activity

° Spam

e Physical Security—increases in risks to systems and data

e Handheld device security issues—address both physical and wireless
security issues




CJIS SECURITY POLICY SESSION 3

Level 3 Training Continued...

Use of encryption and the transmission of sensitive/confidential information over the
Internet—address agency policy, procedures, and technical contact for assistance

Laptop security—address both physical and information security issues

Personally owned equipment and software—state whether allowed or not (e.g., copyrights)
Access control issues—address least privilege and separation of duties

Individual accountability—explain what this means in the agency

Use of acknowledgement statements—passwords, access to systems and data, personal use
and gain

Desktop security—discuss use of screensavers, restricting visitors’ view of information on
screen (mitigating “shoulder surfing”), battery backup devices, allowed access to systems
Protect information subject to confidentiality concerns—in systems, archived, on backup
media, and until destroyed

Threats, vulnerabilities, and risks associated with accessing CJIS Service systems and services




CJIS SECURITY POLICY SESSION 3

Level 4 Training

e All Level 1, Level 2, and Level 3

e Protection from viruses, worms, Trojan horses, and other
malicious code—scanning, updating definitions

e Data backup and storage—centralized or decentralized
approach

e Timely application of system patches—part of configuration
management

e Access control measures

e Network infrastructure protection measures
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Security Training Records

e Records of personnel training shall be maintained by the
CSO/SIB Chief

e [Maintenance of the records can be delegated to local

e Recommended to keep at least through next audit
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Questions?
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CJIS Security Policy Area 5.9 -
Physical Protection
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Brief Synopsis

e Physical protection policy and procedures shall be documented
and implemented to ensure CJI and information system
hardware, software, and media are physically protected
through access control measures
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What’s New...

° v5.4
° Section 5.9
° [n the use case, changed “dispatch, officers, and detectives”
to “criminal justice professionals”
e Section 5.9.1
e Changed “police vehicle” to “criminal justice conveyance”

° V5.5
° Section 5.9.1
e Modified language to include security awareness training
reference
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Questions?
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CJIS Security Policy Area 5.12 -
Personnel Security
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Brief Synopsis

e Having proper security measures against the insider threat is a
critical component for the CJIS Security Policy. This section’s
security terms and requirements apply to all personnel who
have access to unencrypted CJl including those individuals with
only physical or logical access to devices that store, process or

transmit unencrypted CJI
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What’s New...

° V5.5
e Obviously the Security Training requirements in Policy Area 2
o Section 5.12.1.1(7)
e Added language allowing CSO delegation of continuing access
determination for non-felony offenses
e “If the person already has access to CJl and is subsequently

arrested and or convicted, continued access to CJI shall be
determined by the CSO. This does not implicitly grant
hiring/firing authority with the CSA, only the authority to
grant access to CJI. For offenses other than felonies, the CSO
has the latitude to delegate continued access determinations
to his or her designee.”
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Questions?
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Assigning Tier Numbers to CJIS Security Policy
Requirements

e  Connecting systems to existing state network

e Tier 1-requirements must be met by a system before a CSO
can allow connection to the state system.

e Tier 2-requirements must be met by the date indicated in
the plan approved by the CSO.

e Requirements & Tiering Document
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Section 5.2
Policy Area 2: Security Awareness Training

“Basic security awareness training shall be required within six
months of initial assighment, and biennially thereafter, for all
personnel who have access to CJl to include all personnel who
have unescorted access to a physically secure location. The
CSO/SIB ..."

Four “Levels” of training:
1. Personnel with Unescorted Access to Physically Secure
Location
2. Personnel with Unescorted Access to ClI (hard copy)
Personnel with Physical and Logical Access
4. Personnel with Technology Roles

T
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Section 5.2.1
Policy Area 2: Security Awareness Training

5.2.1.1 Level 1 Security Awareness Training — Unescorted Access
to a Physically Secure Location

1. Individual responsibilities and expected behavior with regard
to being in the vicinity of CJI and/or terminals.

2. Implications of nhoncompliance.

3. Incident response (identify points of contact and individual
actions).

4, Visitor control and physical access to spaces—discuss
applicable physical security policy and procedures, e.g., challenge
strangers, report unusual activity, etc.
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Section 5.2.1
Policy Area 2: Security Awareness Training

5.2.1.2 Level 2 Security Awareness Training — Authorized Access to
Criminal Justice Information

1. Media protection.

2. Protect information subject to confidentiality concerns —
hardcopy through destruction.

3. Proper handling and marking of CI.

4, Threats, vulnerabilities, and risks associated with handling of
CIl.

5. Social Engineering

6. Dissemination and destruction.
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Section 5.2.1
Policy Area 2: Security Awareness Training

5.2.1.3 Level 3 Security Awareness Training — Authorized
Personnel with Physical and Logical Access

e Name change only

e No change in required topics

5.2.1.4 Level 4 Security Awareness Training — Information
Technology Personnel

e Name change only

e No change in required topics

Figure 4 Security Awareness Training Use Cases
° [Four (4) new use cases
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Section 5.3
Policy Area 3: Incident Response

5.3 Policy Area 3: Incident Response

There-has-been-an-increase-in-the-numberof-The security risk of both accidental ez and

malicious eemputer-attacks against bethk-government and private agencies, regardless-ef
whetherthe-systems are-high-erlow-profile, remains persistent in both physical and
logical environments. To ensure protection of CJi, Agereies agencies shall: (i) establish
ar-operational incident handling procedures eapability-forageney-informationsystems
that includes adequate preparation, detection, analysis, containment, recovery, and user
response activities; (ii) track, document, and report incidents to appropriate agency
officials and/or authorities.

ISOs have been identified as the POC on security-related issues for their respective
agencies and shall ensure LASOs institute the CSA incident response reporting procedures
at the local level. Appendix F contains a sample incident notification letter for use when
communicating the details of a® Cll-related incident to the FBI CJIS ISO.

Refer to Section 5.13.5 for additional incident response requirements related to mobile
devices used to access CJI.
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Section 5.3
Policy Area 3: Incident Response

5.3.1 Reporting {sfermetion-Security Events

The agency shall promptly report incident information to appropriate authorities.
Information-security-Security events, and including ary-identified weaknesses associated
with infermation-systems-the event, shall be communicated in a manner allowing timely
corrective action to be taken. Formal event reporting and escalation procedures shall be
in place. Wherever feasible, the agency shall employ automated mechanisms to assist in
the reporting of security incidents. All employees, contractors and third party users shall
be made aware of the procedures for reporting the different types of event and weakness
that might have an impact on the security of agency assets and are required to report any
informatien-security events and weaknesses as quickly as possible to the designated
point of contact.
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Section 5.3
Policy Area 3: Incident Response

5.3.2 Management of infermation-Security Incidents

A consistent and effective approach shall be applied to the management of
informatien-security incidents. Responsibilities and procedures shall be in place
to handle infeematien-security events and weaknesses effectively once they
have been reported.

5.3.4 Incident Monitoring

The agency shall track and document infeemation-system security incidents on
an ongoing basis. The CSA ISO shall maintain completed security incident
reporting forms until the subsequent FBI triennial audit or until legal action (if
warranted) is complete; whichever time-frame is greater.




Sl E

F.1 IT Security Incident Response Form

FBI CJIS DIVISION
INFORMATION SECURITY OFFICER (ISO)

SECURITY INCIDENT REPORTING FORM

NAME OF PERSON REPORTING THE INCIDENT:
DATE OF REPORT (mm/dd/yyyy):
DATE OF INCIDENT (mm/dd/yyyy):

POINT(S) OF CONTACT (Include Phone/Extension/Email):

LOCATION(S) OF INCIDENT:
INCIDENT DESCRIPTION:

SYSTEM(S) AFFECTED (If applicable):

METHOD OF DETECTION:

NATLREOFINCIDENT: ———————————————————
INCIDENT -DESCRIPTION-
ACTIONS TAKEN/RESOLUTION:

Copies To:

George White George White-John C. Weatherly
FBI CIIS Division ISO FBI CJIS CSIRC POC

1000 Custer Hollow Road 1000 Custer Hollow Road
Clarksburg, WV 26306-0102 Clarksburg, WV 26306-0102
(304) 625-5849 (304) 625-58493660

1eo.ov 1eo.ov
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Section 5.6.2.2

Policy Area 6: ldentification and Authentication

Clarification of Out-of-Band Authentication for AA
5.6.2.2 Advanced Authentication

Advanced Authentication (AA) provides for additional security to
the typical user identification and authentication of login ID and
password, such as: biometric systems, user-based digital
certificates (e.g. public key infrastructure (PKIl)), smart cards,
software tokens, hardware tokens, paper (inert) tokens, out-of-
band authenticators (retrieved via a separate communication
service channel - e.g., authenticator is sent on demand via text
message, phone calll, etc.), or “Risk-based Authentication” that
includes...
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Section 5.6.2.2

Policy Area 6: ldentification and Authentication
Clarification of Out-of-Band Authentication for AA

Appendix A Terms and Definitions

Out-of-band — The communication service channel (network
connection, email, SMS text, phone call, etc.) used to obtain an
authenticator is separate from that used for login.

In-band — The communication service channel (network
connection, email, SMS text, phone call, etc.) used to obtain an
authenticator is the same as the one used for login.
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Section 5.10.2

Policy Area 10: System and Communications
Protection and Information Integrity

5.10.2 Facsimile Transmission of CJI

CJI transmitted via faesimnile a single or multi-function device over
a standard telephone line is exempt from encryption
requirements. CJI transmitted external to a physically secure
location using a facsimile server, application or service which
implements email-like technology, shall meet the encryption
requirements for CJI in transit as defined in Section 5.10.
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| Email-like: Encryption Required
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Section 5.10.2

Policy Area 10: System and Communications
Protection and Information Integrity

Appendix A Terms and Definitions

Facsimile (Fax) — Facsimile is: (a) a document received and printed
on a single or multi-function stand-alone device, (b) a single or
multi-function stand-alone device for the express purpose of
transmitting and receiving documents from a like device over a
standard telephone line, or (c) a facsimile server, application, or
service which implements email-like technology and transfers
documents over a network.
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Section 5.11.2
Policy Area 11: Formal Audits

5.11.2 Audits by the CSA
Each CSA shall:

1. At a minimum, triennially audit ...

2. ...

3. ...

4. Have the authority; on behalf of another CSA, to conduct a CSP
compliance audit of contractor facilities and provide the results to
the requesting CSA. If a subsequent CSA requests an audit of the
same contractor facility; the CSA may provide the results of the
previous audit unless otherwise notified by the requesting CSA
that a new audit be performed.
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Section 5.11.2
Policy Area 11: Formal Audits

Note: This authority does not apply to the audit requirement
outlined in the Security and Management Control Outsourcing
Standard for Non-Channelers and Channelers related to
outsourcing noncriminal justice administrative functions.
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Section 5.12.1.1
Policy Area 12: Personnel Security

5.12.1.1 Minimum Screening Requirements for Individuals
Requiring Access to ClI:

7. If the person already has access to CJIS and is subsequently
arrested and/or convicted, continued access to CJI shall be
determined by the CSO. For offenses other than felonies,
the CSO has the latitude to delegate continued access
determinations to his or her designee. This does not
implicitly grant hiring/firing authority with the CSA, only the
authority to grant access to CJI.
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Section 5.13
Policy Area 13: Mobile Devices

e Mobile appendix added in v5.2
e Section 5.13 added in v5.3

e Mobile Security Task Force

o Chaired by SA Subcommittee members with local technical SMEs

o Has been reviewing Section 5.13 and made several recommended
changes

o On-going process to review all things mobile with regards to the CJIS
Security Policy

o Periodic meetings to discuss technology and potential Policy changes
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Section 5.13
Policy Area 13: Mobile Devices

5.13.1 Wireless Communications Technology
Examples of wireless communication technologies include, but are not
limited to: 802.113¢

5.13.1.1 All 802.11 Wireless Protocols

Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA)
cryptographic algorithms, used by all pre-802.11i protocols, do not meet
the requirements for FIPS 140-2 and shall not be used.

Agencies shall implement the following controls for all agency-managed
wireless access points with access to an agency’s network that processes
unencrypted CJI.
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Section 5.13
Policy Area 13: Mobile Devices

5.13.1.1 All 802.11 Wireless Protocols (continued)

12.Disable all nonessential management protocols on the APs-ané
disablelnyperiedirnsierprotoceHFiER - when-netneaded-oF
tect TTD i authonticati ) tion.

13.Ensure all management access and authentication occurs via FIPS
compliant secure protocols (e.g. SFTP, HTTPS, SNMP over TLS, etc.).
Disable non-FIPS compliant secure access to the management
interface.

5.13.1.2 Cellular Devices
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Section 5.13
Policy Area 13: Mobile Devices

5.13.1.2.1 Cellular Service Abroad

When devices are authorized fszuse to access CJI outside the U.S.,
agencies shall perform an inspection to ensure that all controls are in
place and functioning properly in accordance with the agency’s policies
prior to and after deployment outside of the U.S.




POLICY CHANGES & CJIS ISO RESOURCES

Section 5.13
Policy Area 13: Mobile Devices

5.13.1.4 WirelessHetspet-Capability-Mobile Hotspots

Many mobile devices include the capability to function as a wireless-aceesspoint-erF-WiFi hotspot that allows other
devices to connect through the device to the internet over the devices cellular network.

When an agency allows mobile devices that are approved to access or store CJI to function as a wireless-aceess
point-WiFi hotspot connecting to the Internet, they shall be configured:

1. Inoeccordance-with-the-requirements-in-Section-5-43-1-1-802-11 \Wireless-Pretocels-Enable encryption on the
hotspot

2. Te-enly-allow-connectionsfrom-ageney-autherized-devices-Change the hotspot’s default SSID
a. Ensure the hotspot SSID does not identify the device make/model or agency ownership

3. Create a wireless network password (Pre-shared key)
4. Enable the hotspot’s port filtering / blocking features if present
5. Only allow connections from agency controlled devices

Note: Refer to the requirements in Section 5.10.1.2 Encryption for item #1. Refer to the requirements in Section
5.6.2.1.1 Password for ftem #3. Only password attributes #1, #2, and #3 are required.

Or

1. Have a MIDM solution to provide the same security as identified in ftems 1 = 5 above.
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Section 5.13
Policy Area 13: Mobile Devices

5.13.2 Mobile Device Management (MDM)

2. MDM with centralized administration configured and implemented to
perform at least the:

vii. Detection of unauthorized configurations erseftware/apnlications

viii. Detection of unauthorized software or applications

ix. Ability to determine the location of agency controlled devices

X. Prevention of unpatched devices from accessing CJI or CJI systems
xi. Automatic device wiping after a specified number of failed
attempts
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Section 5.13
Policy Area 13: Mobile Devices

5.13.3 Wireless Device Risk Mitigations
Organizations shall, at a minimum, ensure that eellelar wireless devices:

3. Use advanced authentication or CSO approved compensating
controls as per Section 5.13.7.2.1.

7. Employ entivirus-seftware-malicious code protection or run a MDM
system that facilitates the ability to provide antivieus anti-malware
services from the agency level.




POLICY CHANGES & CJIS ISO RESOURCES

Section 5.13
Policy Area 13: Mobile Devices

Remove the current 5.13.4.3 Physical Protection
- Incorporate into MDM

Remove the current 5.13.6 Auditing and Accountability
- Adequately covered in Section 5.4 and by MDM
requirements

Section 5.13.6 Access Control
- CJI application must provide access control (Section

5.5 Access Control)
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Section 5.13
Policy Area 13: Mobile Devices

Relocate Compensating Controls from Section 5.6.2.2.1 to (new)
Section 5.13.7.2.1 Compensating Controls

- CSO considers approval however MDM shall be
implemented

New mobile-centric definitions
- Full-feature Operating System
- Limited-feature Operating System
- Mobile (WiFi) Hotspot
- Wireless Access Point
- Wireless (WiFi) Hotspot
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Appendix K Criminal Justice Agency Supplemental

Guidance
e  Updated

° From 2 pages to 10
e  Expanded explanation of Policy sections
° Use Cases

“This appendix is not intended to be used in lieu of the CJIS Security Policy (CSP)
but rather should be used as supplemental guidance specifically for those
Criminal Justice Agencies (CJA) that have not been subject to audit under the
CJIS Security Policy guidelines. The target audience typically gains access to CJI
via fax, hardcopy distribution or voice calls; does not have the capability to query
state or national databases for criminal justice information; may have been
assigned an originating agency identifier (ORI) but is dependent on other
agencies to run queries covered under an active information exchange
agreement with another agency for direct on indirect connectivity to the state
CJIS Systems Agency (CSA) — in other words those agencies traditionally
identified as “terminal agencies.”
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Appendix G.5 Least Privilege

New Best Practice

Assigning access to system resources based on individual user
requirements

e Most accounts are created with admin privileges by default
e Most users do not need admin privileges for their duties

Reduces risk by limiting access if account is compromised

Separation of duties is related

e System administrator not the same person as security
administrator

e Protection of logs, audit trails
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Appendix G.5 Least Privilege

Key finding of mitigation by removing admin rights:

92% of the 147 vulnerabilities with a CRITICAL rating

96% of CRITICAL vulnerabilities affecting Windows operating
systems

100% of all vulnerabilities affecting Internet Explorer
91% of MS Office

60% of ALL MS vulnerabilities
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CJIS I1ISO Resources
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CJIS ISO Program

e Steward the CJIS Security Policy for the Advisory Policy Board
— Draft and present topic papers at the APB meetings

e Provide Policy support to state ISOs and CSOs
— Policy Clarification
— Solution technical analysis for compliance with the Policy

— Operate a public facing web site on FBIl.gov: CJIS Security
Policy Resource Center

e Provide training support to ISOs
e Provide policy clarification to vendors in coordination with ISOs

iso@ic.fbi.gov
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CJIS Security Policy Requirements and Tiering Document

e Companion document to the CJIS Security Policy

e Lists every requirement, “shall” statement, and corresponding
location and effective date

e Lists the priority tier for each requirement

o Tier 1 — requirements must be met by a system before a CSO can allow
connection to the state system.

o Tier 2 —requirements must be met by the date indicated in the plan
approved by the CSO.

e Updated annually in conjunction with the CJIS Security Policy
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CJIS Security Policy Mapping to NIST 800-63 rev 4

e Companion document to the CJIS Security Policy
e Maps Policy sections to related NIST SP800-53r4 controls
o Moderate impact level controls plus some related controls

e Technical assessments for federal systems require the use of NIST
controls for compliance evaluation (e.g. FISMA, FedRAMP)

e Not all Policy requirements map to NIST controls

o Policy requirements originate from 28 CFR
o Policy requirements unique to CJI
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CJIS Security Policy Resource Center
Ol Publically Available:

http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view

O Features:

Search and download the CIJIS Security Policy

Download the CJIS Security Policy Requirements and Tiering Document
Use Cases (Advanced Authentication and others to follow)

Cloud Computing Report & Cloud Report Control Catalog

Mobile Appendix

Submit a Question (question forwarded to CJIS ISO Program)

Links of importance

iso@ic.fbi.gov
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CJIS Security Policy Resource Center
http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
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CJIS Security Policy Resource Center
http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
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CJIS Security Policy Resource Center
http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
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CJIS Security Policy Resource Center
http://www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center/view
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CJIS Information Security Office Contact Info

George White (304) 625 - 5849
FBI CJIS ISO george.white@ic.fbi.gov
John “Chris” Weatherly (304) 625 - 3660
FBI CJIS ISO Program Manager john.weatherly@ic.fbi.gov
Jeff Campbell (304) 625 - 4961
FBI CJIS Assistant ISO jeffrey.campbell@ic.fbi.gov
Steve Exley (304) 625 - 2670
Sr. Consultant/Technical Analyst stephen.exley@ic.fbi.gov

iso@ic.fbi.gov
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Section 5.6
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Authentication
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ldentification and Authentication

e [dentify users and processes acting on behalf of users
e Authenticate identities or processes before allowing access

e [dentity authenticated at either:
e [Local agency
e (CSA
e SIB
e Channeler

e [Process part of the agency’s audit for compliance
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ldentification and Authentication

e Standard authenticators: something you know, have, are
o Password
o PIN

= As standard authenticator — meet password attributes
= |n conjunction with token — meet PIN attributes
= For local device authentication = minimum 6 digits

PIN > 6 Expires < 365
117733 =f= Previous 3
123456 *9A7n)@d

= Userid SR E8 a8 a8 R a8 AR &8
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Identification and Authentication
Advanced Authentication (AA)

Required:

When requesting access to
unencrypted CJI from
outside the boundaries of a
physically secure location
(e.g., remote access)

OR

Inside a physically secure
location where the technical
security requirements have
not been met

Not Required:

When requesting access to Cli
from within the perimeter
of a physically secure
location

AND

The technical security
requirements have been
met

OR
User has indirect access to CJI




Incoming CJI
Access Request

See Figure 8

See Figure 9
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Identification and Authentication
Advanced Authentication (AA)

Section 5.9.1 Physically Secure Location

e “A physically secure location is a facility, @ criminal
justice conveyance, or an area, a room, or a group of
rooms within a facility with both the physical and
personnel security controls sufficient to protect CJI
and associated information systems.”

e Criminal Justice Conveyance = enclosed mobile
vehicle
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CJIS SECURITY POLICY SESSION 4

Section 5.13
Mobile Devices
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CJIS SECURITY POLICY SESSION 4

Mobile Device Categorization

FORM FACTOR

Large Form Factor — vehicle mount or a carrying case and include a
monitor with attached keyboard (MDTs/Laptops)

Medium Form Factor — vehicle mount or portfolio sized carry case that
typically consist of a touch screen without attached keyboard
(Tablets)

Small Form Factor —intended for carry in a pocket or ‘holster’ attached
to the body (Smartphones)
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Mobile Device Categorization

XA

Full-feature OS — Windows, Linux/Unix, Apple OSX

Operating System (OS)

Limited-feature OS = iOS, Android, BlackBerry




CJIS SECURITY POLICY SESSION 4

Mobile Device Categorization

Three categories based on two characteristics

SN (17 7o Tablet Devices
= Large form factor P& i

= Medium form factor
= Full featured OS

® Limited feature OS

Pocket/Handheld
Mobile Device

= Small form factor
= Limited feature OS
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Mobile Device Connectivity

Three (3) different types based on two (2) technologies

m ‘A~ Cell primary (always on) plus WiFi “on
-
»

demand” (i.e. smartphone)

WiFi only — always on (i.e. tablet, laptop)

WiFi primary plus Cell “on demand” (i.e.
tablet/laptop with extra capability)
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Mobile Device Management
5.13.2 Mobile Device Management (MDM)

e No devices with unauthorized changes (rooted or jailbroken)

e (Centralized oversight of configuration control, application
usage, and device protection and recovery [if so desired by the
agency]

e Minimum MDM controls when allowing CJI access from
cell/smart phones and tablet devices
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Mobile Device Management
5.13.2 Mobile Device Management (MDM)

1. CJlis only transferred between CJI authorized
applications and storage areas of the device.

2. MDM with centralized administration capable of at
least:
i. Remote locking of device
ii. Remote wiping of device
iii. Setting and locking device configuration
iv. Detection of “rooted” and “jailbroken” devices
v. Enforce folder or disk level encryption
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Mobile Device Management
5.13.2 Mobile Device Management (MDM)

2. MDM with centralized administration capable of at least

(continued):

vi. Application of mandatory policy settings on device

vii. Detection of unauthorized configurations

viii. Detection of unauthorized software or applications

ix. Ability to determine location of agency controlled device

X. Prevention of unpatched devices from accessing CJI or CJi
systems

xi. Automatic device wiping after a specified number of
failed access attempts
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Compensating Controls for AA

e Applies only to smartphones and tablets

e Possession of agency issued device is a
required part of control

e Additional requirements mostly met by MDM

e Compensating Controls are temporary

e (CSO approval and support required
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Compensating Controls for AA

e Meet the intent of the CJIS Security Policy AA

requirement

e Provide a similar level of protection or security
as the original AA requirement

e Not rely upon existing requirements for AA as

compensating controls




CJIS SECURITY POLICY SESSION 4

5.5.6.1 Personally Owned Information Systems

e Not authorized to access CJI unless terms and
conditions are specified.

e  When personally owned mobile devices (i.e. bring
your own device [BYOD]) are authorized, they shall
be controlled in accordance with the requirements
in Policy Area 13: Mobile Devices.
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5.13.9.1 Local Device Authentication
° For devices authorized to access CJI

e Meet the requirements in Section 5.6.2.1 Standard
Authenticators
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SANS SEC575: Mobile Device Security & Ethical
Hacking Takeaways

e MDM - must have, even rudimentary

e Application Management — malware/virus
protection

e WiFi Considerations — just say no, unless
absolutely required, cell service more secure

e Backend is Bigger Target — device not so much

 No Rooting/Jailbreaking — breaks inherent
security features




Lunch &
Vendor Expo




Body Worn Cameras
State Representative Panel

Moderated by:
John C. “Chris” Weatherly
FBI CJIS ISO Program Manager




The Ferguson
Incident

The Experience and Lessons
Learned

Patrick Woods, M.S.-CySec, CISM
Missouri ISO




Break &
Vendor Expo




ISO Best Practice
Panel

Moderated by:
George White
FBI CJIS ISO




Closing Remarks &
Wrap Up

George White
FBI CJIS ISO
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Top Takeaways

Supply Chain Management
Weakest Link Exploited

Basic Hygiene

Protect The Information

Rolling value of data
Understand the Threat
Understand your Network
KNOW NORMAL

Cooperation is Key...Get to YES!

. Stay atop of Trends
. Social Media
. Software-defined networking (SDN) will change protection

strategies




- End of Day -

Networking Reception &
Vendor Expo 6 — 8pm




