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An idea is born . . . 

. . . and sent to 
the state’s CSO

. . . who evaluates and 
forwards it to the 
Working Group 
Chairman . .  .

. . . who 
forwards it to 
the FBI’s CJIS 
Division DFO . .  .

. . . who directs it to 
the proper CJIS  unit 
for research and 
development . .  .

If deemed feasible, CJIS 
writes staff paper and 
forwards to the Working 
Groups for consideration.

After deliberation, the Working 
Groups make a recommendation 
which is forwarded to the 
Subcommittee . . .

. . . which sends its 
recommendation to 
the Board.

The APB’s 
recommendation is 

forwarded to the FBI 
Director for approval and 
implementation by CJIS.
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@petermorin123@petermorin123

Peter Morin

– Over 20yrs in the field

– Principal Cyber Engineer with 
Forcepoint

– Incident Response

– Worked in the past for the 
various military and 
government agencies

– Specialize in protection of 
critical infrastructure and 
DFIR
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Fun Travels…

Halifax, Nova Scotia
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"About 80% of data breaches 
originate in the supply chain…”

Torsten George, VP of marketing for Agiliance

What does that mean to me??
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“Where is the data stored?” 

“Is it secure?”

“Data destruction?”

“Breach policy?”

“Federal privacy regulations?”

?
Name, age, gender, DOB, SSN

Medical information

Payment information



@petermorin123@petermorin123

Modern Global Supply Chain Defined 

• A complex, global third-party 
network of suppliers, 
distributors, business 
partners, services providers, 
and customers that share 
business processes, develop 
technology, as well as 
distribute products used in 
creating, sharing, and 
distributing information. 
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Could Look Like This?
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Boeing’s 787 
Dreamliner 
Structure 
Supply Chain 
Suppliers
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What Do You Consider to be the 
Supply Chain?
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Do you even 
know the extent 
of your supply 
chain? Who your 
suppliers are? 
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How Did We Get Here?

• Growing sophistication and scale of IT 
systems

• Speed and scale of globalization

• Significant increase in how many ‘touch’ 
products and services
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Lack of…

• Visibility and understanding: how technology 
is developed, integrated and deployed and 
practices to assure security

• Control of the decisions impacting the 
inherited risks and ability to effectively 
mitigate those risks. 
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It is only going to get worst…

• Internet of Things: 
everything is smart and 
interconnected

• 3D Printing – lack of 
quality control and 
knowledge of the source 
of components
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Lot’s of Attack Vectors
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By The Numbers…

• 70% - enterprises who 
enter into contracts with 
external vendors that do 
not conduct any security 
checks

• 63% - breaches resulting 
from a third-party which 
introduced the security 
deficiencies

Source: CSO Online (2014)
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By The Numbers…

• 60% - organizations allow third-
party vendors remote access to 
internal networks

• 58% - organizations have no 
confidence that their third-party 
vendors are securing and 
monitoring privileged access to 
their network

Source: CSO Online (2014)
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The “Fourth” Party Supplier

• Have you thought 
about third party 
providers that use 
services such as 
Amazon or Azure?

• Are your third 
parties doing their 
due-diligence?

• Is SOC2/3 sufficient?
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AWS or Azure may be ok…what about 
these?
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Examples…Let’s Talk About That

• Lockheed Martin / RSA

• Target

• Home Depot

• Juniper backdoor 

• Lenovo

• Dell Computers
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Lockheed Martin/RSA

• March, 2011 - RSA breached via 
e-mail phishing attacks

• Attacks exploited a zero-day 
vulnerability in Adobe Flash.

• SecurID information stolen.

• May, 2011 – Lockheed Martin 
detected significant attack.
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Lockheed Martin/RSA

• June 6, 2011, RSA confirmed 
that their breach was part of 
the hacking attempt on LM

• Described as "significant and 
tenacious.“
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Lockheed Martin/RSA

• Exploited Lockheed's employee VPN 

• Attackers possessed the seeds (factory-
encoded random keys) used by their SecurIDs

• Also had serial numbers and the underlying 
algorithm used to secure the devices

• Thankfully they detected the attack early and 
were able to protect themselves.
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Target Breach Stats

• Started on November 27, 2013

• Lasted 19 days

• 11GB of data stolen

• Contributed to a 46% drop in year-
over-year quarterly profits 

• 100+ lawsuits have been filed 

• Target’s then CEO and CIO resigned

• 110M impacted customers

Source: SEC Filings
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What Did Target Look Like?

• PCI-DSS compliant (Sept. 2013)

• Dedicated security team

• Tech from FireEye, Symantec, etc.

• 24/7 security operations center
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Who is Fazio?
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Target Breach

• Emailed malware two months prior 
to theft

• Citadel - variant of Zeus

• Free version of Malwarebytes – no 
real time protection with the free 
product
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Target Breach

• Fazio’s data 
connection was 
for electronic 
billing, contract 
submission and 
project 
management.
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Target Breach

• Little attention paid to vendors like Fazio

• No requirement for two-factor ID

• Basic security assessment for those types of 
vendors by Target?

• Here lies the problem – Fazio doesn’t process 
credit cards or store PII – so why would they 
be important??
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Target Breach

• Why an HVAC vendor?

• Probably just blind luck….

• Massive amounts of internal 
documentation for vendors on 
its various public-facing web 
properties 

• Did not require a login…
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Home Depot

• “We sell hammers!”
• Delivered via a partners PC —

after landing a phish
• Used a trojan to steal the VPN 

password
• No two-factor authentication
• Latest Symantec Endpoint 

Protection (SEP) installed
• Did not have “Network Threat 

Protection” enabled (HIPS)
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Home Depot

• Hackers had easy to access internal systems

• Exploited a weakness in MS Windows server

• Stolen credentials alone did not provide direct 
access to the company's point-of-sale devices
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Home Depot

• Acquired elevated rights that allowed 
them to navigate portions of HD's network 

• BlackPOS was then deployed to 7500 self-
checkout systems in the US and Canada 
using SMS
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# of Months of 
“Dwell Time”
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OPM

• 22 million records

• Background checks back 15yrs

• Federal employees, 
contractors, military, spouses, 
friends

• Stolen credentials from 
KeyPoint – a background check 
provider

• Breached earlier in the year
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Attackers will go after the 

weakest link!
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Juniper

• Two unauthorized 
backdoors (2015)

• 1) Allows the attackers to 
decrypt protected traffic 
passing through Juniper’s 
devices running ScreenOS

• 2) Juniper ScreenOS 
Authentication Backdoor
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Juniper – Backdoor #1

• Related to the use of the 
DUAL_EC_DBRG pseudo 
random number generator

• Weakness in the algorithm

• Decrypt protected traffic 
passing through Juniper’s 
devices (VPN)
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Juniper – Backdoor #2

• Telnet or SSH on a 
vulnerable device

• Password of "<<< 
%s(un='%s') = %u

• Give you access with 
the highest privileges

Within days of the advisory
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Not so good for 
Juniper.
Loss of 5% in one day.
(Dec 21, 2015)
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Lenovo Superfish Adware
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Lenovo Superfish Adware

• DHS classified this as spyware

• Pre-loaded on Lenovo computers

• “Man-in-the-middle" so it can access private 
data for advertising purposes

• Injecting ads and reading data from pages that 
should be private (SSL)

• Could grant hackers access to a user's secure 
browser data



@petermorin123@petermorin123

Lenovo Superfish Adware
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Lenovo Accelerator App
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Dell eDellRoot Adware
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Challenge

• Hacker looks for the weakest point in the 
chain - the supplier

• Large organizations can have hundreds or 
even thousands of suppliers

• Typically, the security set of only two dozen or 
so are scrutinized by the mother company.
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Challenges

• It is very hard to detect unauthorized use of 
someone’s credentials

• We normally audit for failed logins, not 
successful ones

• Most companies simply don't have the 
capacity to really encompass all of their 
suppliers into a detailed risk assessment.
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Evaluation

• Can you identify the sub-tier 
suppliers for critical IT components 
or software embedded in your 
products and systems? 

• Is cyber risk part of vendor selection, 
management and audit?

• Do you know what information or IT 
systems your vendors can access? 

• Do you scrutinize vendor personnel 
practices? 
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Evaluation

• Does the IT Security Group participate in the 
procurement process, vendor assessments 
and vendor management? 

• What other groups should you be working 
with to assure end-to-end cybersecurity? 
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Find your dependencies

• What is the risk posed by 
vendors, suppliers, and 
contractors

• Level of access 

• Harm that could come to your 
business from misuse of that 
access 
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Locate Company Sensitive Data

• Determine which data is considered sensitive

• Where is this data?

• What members of your supply chain have 
access to it?

• Don’t forget backups and any copies out 
there!
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Don’t Try to Drink From a Firehose

• Many large companies have 
tens of thousands of vendors. 

• Vetting them all with equal 
rigor is not possible. 

• Categorized vendors into tiers 

• Focus on those that 
potentially pose the most 
risk. 
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NIST 800-161
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Contractual Obligations

• Require breach notification

• Data handling requirements 

• Require product integrity 

• Make your suppliers demand 
the same of their suppliers!!
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Track Identities and Access

• For third party access

• Implement granular user and 
device management 

• Pair that with network access 
controls

• Provide 2FA fobs over the 
phone on demand after 
verification.
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Limit Vendor Access 

• Application inspection on “trusted 
connections” – treat them like classified 
networks – inverse DLP 

• Do not directly share critical information -
read only and encrypt 

• Air-gap your sensitive networks

• Make sure you baseline you devices!!!



@petermorin123@petermorin123

Protect the Endpoint

• Monitor installed products, endpoints and 
connections 

• Identity and human behavior monitoring are a 
must to combat today’s threats 
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Table-top exercises, Cyber Readiness

• Run exercises with your 
partners

• Subject them to similar 
attack vectors 

• Involve the various 
departments 

• Include the execs!

• Evaluate, improve, re-test…
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Are you prepared 
to walk away 
from a supplier 
with poor 
security?



@petermorin123@petermorin123

Peter Morin
petermorin123@gmail.com

Twitter: @petermorin123

http://www.petermorin.com
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An idea is born . . . 

. . . and sent to 
the state’s CSO

. . . who evaluates and 
forwards it to the 
Working Group 
Chairman . .  .

. . . who 
forwards it to 
the FBI’s CJIS 
Division DFO . .  .

. . . who directs it to 
the proper CJIS  unit 
for research and 
development . .  .

If deemed feasible, CJIS 
writes staff paper and 
forwards to the Working 
Groups for consideration.

After deliberation, the Working 
Groups make a recommendation 
which is forwarded to the 
Subcommittee . . .

. . . which sends its 
recommendation to 
the Board.

The APB’s 
recommendation is 

forwarded to the FBI 
Director for approval and 
implementation by CJIS.
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Step #2 
Select 

“Criminal Justice 
Information Services”

Step #1 
Select 

“About Us”
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Step #3 
Select 

“Security Policy 
Resource Center”
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